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FOREWORD

This standard is approved for use by all Departments and Agencies of the Department of

Defense. It applies to all inter- and intra-Department of Defense (DoD) digital message transfer

devices (DMTDs) and command, control, communications, computers and intelligéhce (C
systems that exchange information with DMTDs.

This standard contains technical parameters for the data communications protocols that sypport

DMTD interoperability. It provides mandatory system standards for planning, engineering,
procuring, and using DMTDs in tactical digital communications systems. This standard sp
the lower layer (Physical through Intranet) protocol for interoperability'b$@tems over

ecifies

combat net radio (CNR) on the battlefield. This standard provides the information required to

pass digital data via CNR on the battlefield.

Beneficial comments (recommendations, additions, deletions) and any pertinent data that
of use in improving this document should be addressed to:

DIR, Joint Interoperability Engineering
Building 283

ATTN: JIEO-JEBB

Fort Monmouth, New Jersey 07703

may be

by using the Standardization Document Improvement Proposal (DD Form 1426) appearing at the

end of this document or by letter.
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1. SCOPE |

1.1 Purpose. Thisi-STBdocumenpromulgates the minimum essential technical parameters

in the form of mandatory system standards and optional design objectives for interoperabllity

and compatibility among DMTDs, and between DMTDs and applicalileyStems. These

technical parameters are based on the data communications protocol standards specified herein to
ensure interoperability.

1.2 Scope. Thist—-STBdocumenidentifies the procedures, protocols, and parameters to pe
applied in specifications for DMTDs andI@ystems that exchange information with DMTDs.
This Mi-—-STBdocumentaddresses the communications protocols and procedures for the |
exchange of information among DMTDs, amorfty §/stems, and between DMTDs antl C

systems part|C|pat|ng in inter- and intra- SerV|ce tactlcal netwe?h&ma%e#al—s—p#esen%ed in |

ational and ‘

1.3 Application guidance. Thigl—SFBdocumeniapplies to the design and development of]|
new equipment and systems, and to the retrofit of existing equipment and systems.

1.4 System standards and design. The parameters and other requirements specifidé-in t\T\is
SFbdocumentare mandatory system standards if the word shall is used in connection yith
the parameter value or requirement under consideration. Non-mandatory design objectives
are indicated in parentheses after a standardized parameter value or by the word should in
connection with the parameter value or requirement under considethtiess stated
otherwise, the following convention is used in the figures of MIL-STD-188-220: Least
Significant Bit (LSB) is always shown to the LEFT, and Most Significant Octet is alway:
shown to the RIGHT.

U7

1-1



MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

2. APPLICABLE DOCUMENTS

2.1 General. The documents listed in this section are specifried in sections 3, 4, and 5 of|this
standard. This section does not include documents cited in other sections of this stnadard| or

recommended for additional information as examples. While every effort has been made fo
ensure the completeness of this list, document users are cautioned that they must meet al
specified requirements documens cited in sections 3, 4, and 5 of this standard, whether or|not

they are listed.

2-12.2 Government documents |

2.1.12.2.1 Specifications, standards, and handbodKse following specifications, standards, |

and handbooks form a part of this-STBdocumento the extent specified herein. Unless |
otherwise specified, the issues of these documents are those listed in the current issue of the DoD
Index of Specifications and Standards (DoDISS) and supplettiemeto, cited in the |
solicitation (see 6.2).

STANDARDS
FEDERAL
FED-STD-1037 Glossary of Telecommunication Terms
MILITARY
MIL-STD-188-100 (Series) Common Long Haul and Tactical Com-
munications System Technical Standards
MIL-STD-188-110 Equipment Technical Design Standards for
Common Long Haul/Tactical Data Modems
MIL-STD-188-114 Electrical Characteristics of Digital Interface
Circuits
MIL-STD-188-200 System Design and Engineering Standards
for Tactical Communications
MIL-STD-2045-14502-1 Information Technology DoD

Standardize@ranspertProfile -- Internet |
Transport Profile for DoD Communications.
-- Part 1: Transport and Internet Services

MIL-STD-2045-47001 Interoperability Standard for Connectidnless
Data Transfer -- Application Layer Standard

2-1 |
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[Unless otherW|se |nd|cated copies of federal and mllltary standards are avallable from the

ia, RA,
}9%29-5999$tandardlzatlon Document Order Desk 700 Robblns Avenue BU|Id|ng 4D Fr
Philadelphia, PA 19111-5094.]

21.2.2.2 Other Government documents, drawings, and publications |
None.

2-22.3 Non-Governmen#lecumentpublications The following documents form a part of thisx
MH-SFBdocumento the extent specified herein. Unless otherwise specified, the issues of the
documents that are DoD- adopted are those listed in the issue of the DoDISS cited in the
solicitation. Unless otherwise specified, the issues of documents not listed in the DoDISS are the
issues of the documents cited in the solicitation (see 6.2).

INFERNAHONAL-ORGANIZATHONfor- STANDARBIZAHON-(SO)—2.3.1 International

Organization For Standardization (ISO).

ISO 3309 Information Processing Systems -- Data Communication -- High-
level Data Link Control Procedures -- Frame Structure.

ISO 74981 Information Processing Systems -- Open Systems Interconnection -
- Basic Reference Model.

ISO 8802-2 Information Processing Systems -- Local Area Networks -- Part 2:
Logical Link Control.

[ISO standards are available from the American National Standards Institute, Inc., 1430
Broadway, New York, NY 10018.]

tnterpational2.3.2 International elecommunications Union (ITU) |

Formerly known as International Telephone and Telegraph Consultative Committee (CCITT)

2-2
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CCITT V.10 Electrical Characteristics for Unbalanced Double-Current
Interchange Circuits for General Use with Integrated Circuit
Equipment in the Field of Data Communications.

CCITT V.33 14,400 Bits Per Second Modem Standardized for Use on Point-to-

Point 4-wire Leased Telephone-Type Circuits.

CCITT V.36 Modems for Synchronous Data Transmission Using 60-108 kHz

Group Band Circuits.

CCITT X.21 Interface Between Data Terminal Equipment (DTE) and Data

Circuit-Terminating Equipment (DCE) for Synchronous Operation

on Public Data Networks

[CCITT standards are available from Omnicom, 115 Park Street, South East, Vienna, VA 22180]

2.3.3 Internet Architecture Board (IAB)Standards.

RFC 826 An Ethernet Address Resolution Protocol -- or -- Converting
Network Protocol Addresses to 48-bit Ethernet Addresses for
Transmission on Ethernet Hardware

RFC 903 A Reverse Address Resolution Protocol

RFC 1770 IPv4 Option for Sender Directed Multi-Destination Delivery

[RFECs are available from Network Information Center, 14200 Park Meadow Drive, Suite 2
Chantilly, VA 22021. The Network Information Center (NIC) can be reached, by phone,
Monday through Friday, 7 AM through 7 PM, Eastern Standard time: 1-800-365-3642 and
703-802-4535. RFCs may also be obtained from the DS.INTERNIC.NET via FTP, WAIS,
electronic mail. Through FTP, RFCs are stored as rfc/rfcnnnn.txt or rfc/rfcnnnn.ps where
is the RFC number, 'txt' is a text file and 'ps' is a postscript file. Login as "anonymous" and
provide your e-mail address as the password. Through WAIS, you may use either your loq
WAIS client or TELNET to DS.INTERNIC.NET and login as "wais" (no password required)
Through electronic mail send a message to mailserv@ds.internic.net and include the follov
commands in the message body document -by-name RFEC#### where #### is the RFC ny
without leading zeros or file /ftp/rfc/ric####.yyy where 'yyy' is 'ps' or 'txt'. To obtain the
complete RFC index, the subject line of your message should read "RFC index."]

2.3.4 Other. In parallel to the English specification found in this standard, several compor
of MIL-STD-188-220 also have been formally specified using Estelle. Estelle is a formal
description technique based on communicating, extended finite state machines. Estelle is
described in ISO 9074. The Estelle formal specifications are available via the CNR
Implementation Working Group World Wide Web page: http://www-cnrwag.itsi.disa.mil.
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2.32.4 Order of precedencdn the event of a conflict between the text of khis—
STbBdocumentand the references cited herein, the text oftthisSTBdocumentakes

precedence. Nothing in tHigl—STFB.documenthowever, supersedes applicable laws and |
regulations unless a specific exemption has been obtained.
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3. DEFINITIONS

3.1 Definitions of terms. Definitions of terms used in Mis-STDdocumentare specified in |
FED-STD-1037.

3.2 Abbreviations and acronyms. Abbreviations and acronyms used in this MIL-STD are
defined in Appendix A. Those listed in the current edition of FED-STD-1037 have been
included for the convenience of the reader.
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4. GENERAL REQUIREMENTS

4.1 Digital message transfer device. A DMTD is a portable data terminal device with limited
message generation and processing capability. DMTDs are used for remote access to automated
C*l systems and to other DMTDs. The environment encompasses point-to-point, point-to-
multipoint, relay and broadcast transfer of information over data communications links.

4.2 Interoperability. Interoperability of DMTDs and associat8ds@stems shall be achieved

by implementing the standard interface for DMTD subsystems (see Figure 1) specified in this
MH-STD-document. This standard defines the layered protocols for the transmission of single

or multiple segment messages over broadcast radio subnetworks and point-to-point links. It
provides the minimum essential data communications parameters and protocol stack required to
communicate with other data terminal devices. These communications parameters and protocols
will facilitate functional interoperability among DMTDs, and between DMTDs and applicable

C*l systems within the layered framework described below. Electrical and mechanical design
parameters are design-dependent and are outside the scopésiEtBisD-document. e‘
Interoperability considerations for terminal designers and systems engineers are addressed in 6.3
and Appendix B |

SYSTEMB | TRansssioN | - SYSTEM A

STANDARD INTERFACE
NOTES:

1. System A and System B (where either system, or both, can be a DMTDI@yatém) may include
modems, line drivers, error control algorithms, encryption devices, control units, and other devices as
required to comply with this standard.

2. The transmission channel may include single and multichannel transmission equipment.

Figure—FIGURE 1. Standardihterface——interfacefor DMTD subsystems.
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4.3 Framework. The communications and procedural protocols used in DMTD equipment shall
support the layers of the functional reference model depicted in Figure 2. The DMTD functional
reference model in Figure 2 is based on the ISO 7498 OSI seven-layer model and is for reference
only. Figure 2 contains the framework that is used inktisSTBdocumentor defining the

protocols required to exchange information among DMTD subsystems, and between DMTD
subsystems and applicabl& Gystems. Figure 3 illustrates a representative time epoch of the

basic frame structure supported by the DMTD subsystem. This standard describes the protocols
at the following OSI layers:

— 31— Physieal Layer

— 2 a. Physical Layer

b. Data Link Layer
a1. Network Access Control
b.2. Link Level Control

32.c. Network Layer (Intranet Layer) |

2 |

Application Layer *

Presentation Layer *

Session Layer *

Transport Layer *

Network Layer

Data Link Layer

Physical Layer

* NOTE: These layers are not addressed in this standard |

FigureFIGURE 2. DMTD functional reference model |
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N
EY TIME COMSEC INTERIOR INTERIOR COMSEC PHYSICAL LAYER
Y PREAMBLE TRANS. UNIT TRANS. UNIT POSTAMBLE CONCATENATIO|
J—
\\/ T
\ \

- . INTERIOR TRANSMISSION UNIT
TRA'\é%RIMCSIﬁ TRA'I:IIEMIDSESRION DAF\IEMIEIK DAF\;AA\AI/{NK (DATA LINK CONCATENATION)

- —
AAG ADDRESS CONTROL INFORMA“C% F CHECK FLAG
SEQUENCE AELD AELD FIELD P CE SEQUENCE

DATA- LINK FRAME

STRUCTURE (LINK LAYER

—_—
—
—
—

INTRANET
HEADER

1 ET HEADER

NETWORK PROTOCOL DATA UNIT
ETWORK LAYER)

Protocol Data Unit may include an Internet Header in addition to the required Intranet Header.
ndard does not specify requirements for the Internet Header.

COMSEC
PREAMBLE

INTERIOR

PHASING | tRANS. UNIT

BIT

SYNC.

INTERIOR
TRANS. UNIT

COMSEC
POSTAMBLE

PHYSICAL LAYER
CONCATENATION

ﬂ\

TRANSMISSION | TRANSMISSION | DATA-LINK DATA-LINK INTERIOR TRANSMISSION UNIT
SYNC. HEADER FRAME FRAME (DATA LINK CONCATENATION)
FLAG ADDRESS | CONTROL | INFORMATION | FRAME CHECK FLAG DATA-LINK FRAME STRUCTURE

SEQUENCE| FIELD FIELD FIELD SEQUENCE | SEQUENCE (LINK LAYER)
INTRANET | INTERNET NETWORK PROTOCOL DATA UNIT
HEADER | HEADER DATA (NETWORK LAYER)

NOTES: Phasing if required, is applied before the first Interior Transmission Unit.

Bit Synchronization is applied between physically concatenated Interior Transmission Units.

The Network Protocol Data Unit may include an Internet header in addition to the required Intranet

This standard does not specify requirements for the Internet header.

FigureFIGURE 3. Basic Structure of DMTD protocol data units at the standard interfacq

header.

U
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4.4 DMTD capabilities. The waveform and the protocols necessary to ensure end-to-end
interoperability at the interface shall support the following capabilities:

a. Transmission in a half-duplex mode over radio, wireline, and satellite links;

b. Link encryption;

C. Point-to-point, multipoint, relay or broadcast connectivity between stations;
d. Asynchronous balanced mode of operation between two or more stations;
e. Network access control for network access management ks s@voidance;
f. Transport of bit-oriented or free-text (character-oriented) messages for

information exchange in a variable message format over the link;
g. User data exchange using single or multiple frame packets;

h. Addressing conventions that support single, multiple, and global station broadcast
addressing, as well as routing and relay;

I. Error control, for maintaining data integrity over the link, including frame check
sequence (FCS), forward error correction (FEC), and time-dispersal coding
(TDC);

J- Data-link frame acknowledgment, intranet frame acknovdedmt and end-to- |
end, segment acknowleglgent at the transport layer; |

K. Intranet relay at the network layer; and

l. Topology update capability for the intranet.
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5. DETAILED REQUIREMENTS

5.1 Physical layer. The physical layer shall provide the control functions required to activate,
maintain, and deactivate the connections between communications systems. This standard does
not address the electrical or mechanical functions normally associated with physical layer
protocols.

5.1.1 Transmission channel interfaces. The transmission channel interfaces specified below
define the transmission envelope characteristics (signal waveform, transmission rates, and
operating mode) authorized at the standard interface between a DMTD and the transmission
channel. The transmission channel may consist of wireline, satellite, or radio links.

5.1.1.1 Non-return-to-zero interface. This interface shall be used primarily with digital
transmission equipment. A non-return-to zero (NRZ) signal waveform shall be used for this
interface.

5.1.1.1.1 Waveform. The NRZ unbalanced and balanced waveforms shall conform to
paragraphs 5.1.1.7 and 5.2.1.7, respectively, of MIL-STD-188-114A.

5.1.1.1.2 _Transmission rates. The output transmission rates of the NRZ interface shall be the
following bit rates: 75, 150, 300, 600, 1200, 2400, 4800, 9600, and 16000 bits per second (bps).

5.1.1.1.3_Operating mode. The NRZ interface shall support half-duplex transmission.

5.1.1.2 Frequency-shift keying interface for voice frequency channels. This interface may be
used. It is primarily associated with analog single-channel [3-kilohertz (Khz)] radio equipment.
The frequency-shift keying (FSK) data modem characteristics shall conform to paragraph 5.2.2
of MIL-STD-188-110.

5.1.1.2.1_Waveform. The FSK modulation waveform shall conform to paragraph 5.2.2.1 of
MIL-STD-188-110. The characteristic frequencies, in hertz (Hz), for transmission rates of 600
bps or less, and 1200 bps, shall be as shown in Table I.

5.1.1.2.2 _Transmission rates. Output transmission rates of the FSK interface shall be the
following bit rates: 75, 150, 300, 600, and 1200 bps.

5.1.1.2.3_Operating mode. The FSK interface shall support half-duplex transmission.
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TABLE I. Characteristic frequencies of frequency-shift keying
interface for voice frequency channels.

CHARACTERISTIC FREQUENCY (Hz)

PARAMETER 600 bps or less 1200 bps
Mark Frequency 1300 1300
Space Frequency 1700 2100

5.1.1.3 _Frequency-shift keying interface for single-channel radio. This interface, used within
DoD, may also be used for North Atlantic Treaty Organization (NATO) single-channel radio
applications. The FSK interface data modem characteristics shall conform to paragraph 5.1 of
MIL-STD-188-110.

5.1.1.3.1_Waveform. The FSK modulation waveform shall conform to paragraphs 5.1.1 and
5.1.2 of MIL-STD-188-110. The characteristic frequencies are specified in Table II.

TABLE Il. Characteristic frequencies of frequency-shift keying
interface for single-channel radio.

PARAMETER CHARACTERISTIC
FREQUENCY (Hz)
Mark Frequency 1575
Space Frequency 2425

5.1.1.3.2_Transmission rates. Output transmission rates of the single-channel FSK interface
shall be the following bit rates: 75, 150, 300, 600, and 1200 bps.

5.1.1.3.3_Operating mode. The single-channel FSK interface shall support half-duplex
transmission.

5.1.1.4 Conditioned diphase (CDP) interface. This interface may be used. It is primarily
associated with wideband wireline equipment.

5.1.1.4.1_Waveform. The CDP modulation waveform shall conform to paragraph 5.4.1.4 of
MIL-STD-188-200. The unbalanced and balanced signal waveform shall conform to paragraphs
5.1.1.7 and 5.2.1.7, respectively, of MIL-STD-188-114.
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5.1.1.4.2 _Transmission rates. The output transmission rate of the CDP interface shall be 16 and
32 kilobits per second (kbps).

5.1.1.4.3_Operating mode. The CDP interface shall support half-duplex transmission.

5.1.1.5 Differential phase-shift keying interface for voice frequency channels. This interface
may be used. It is primarily associated with analog (nominal 4-Khz voice frequency) wireline
and radio equipment. Differential phase-shift keying (DPSK) modulation data modem (2400
bps) and phase-shift keying (PSK) modulation data modem (1200 bps) characteristics shall
conform to the applicable requirements of MIL-STD-188-110.

5.1.1.5.1_Waveform. The DPSK modulation waveform shall conform to Appendix A of MIL-
STD-188-110. The PSK modulation waveform shall conform to paragraph 5.3 of MIL-STD-
188-110.

5.1.1.5.2_Transmission rates. The output transmission rate of the DPSK and PSK interfaces
shall be 2400 and 1200 bps, respectively.

5.1.1.5.3_Operating mode. The DPSK and PSK interfaces shall support half-duplex
transmission.

5.1.1.6 _Packet mode interface. This interface shall use a modified CCITT X.21 half-duplex
synchronous interface for transferring digital data across the interface between data terminal
equipment (DTE) and data circuit-terminating equipment (DCE). The packet interface shall be a
modified CCITT X.21 interface with a CCITT V.10 electrical circuit between a DTE (DMTD or
C*l system) and the DCE.

5.1.1.6.1 Waveform. The electrical characteristics of the packet mode interface shall be identical
to CCITT V.10 for interfaces to voice band modems.

5.1.1.6.2_Transmission rates. The DTE device shall be required to accept signal timing from the
DCE (radio) at 16 Kbps. The DTE shall be required to synchronize to the DCE signal timing

and accept data at the supplied signaling timing rate. In the packet mode, the radio provides
signal timing to support 16 Kbps data transfers between the radio and the DTE.

5.1.1.6.3_Operating mode. The packet mode interface shall support half-duplex transmission.

5.1.1.7 _Amplitude Shifting Keying (ASK). This interfasey-be-used- lis used primarily with |
analog voice grade radios to transmit digital data.

5.1.1.7.1_Waveform. The ASK waveform is a band limited NRZ waveform with average white
Gaussian noise added to it. The ASK signal shall be a bipolar signal nominally centered around
ground. However due to the radio automatic gain control performance, the ASK signal may
have a direct current (DC) component. The ASK signal-to-noise ratio shall be in the range of O
to 12 decibels (dB). The ASK signal shall be demodulated using a optimal bit synchronizer with
a bit error rate performance of 1.5 dB from theoretical.
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5.1.1.7.2 _Transmission rates. The output transmission rates of the ASK interface shall be the
following bit rates: 2400, 4800, 9600 and 16000 bits per second.

5.1.1.7.3_Operating mode. The ASK interfaces shall support half-duplex transmission.

5.2 Physical-layer protocol.

5.2.1 Physical-layer protocol data unit. The transmission frame shall be the basic protocol data
unit (PDU) of the physical layer and shall be as shown in Figure 4. Figure 4a presents the
transmission frame structure for traditional COMSEC (backward-compatible mode). Traditional
COMSEC is used in thish-SFBdocumento denote systems with the COMSEC equipmen
placed external to tHeMTD.C’l system. Figure 4b presents the transmission frame structure
with COMSEC embedded in tiaMTD.CYl system(embedded mode). Figure 4c presents the|
transmission frame structure without COMSEC.

|
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COMSEC TRANSMISSION COMSEC
PREAMBLE | PHASING | syNcHRONIZATION | PATA FIELD| posTAMBLE

Figure 4a. Transmission frame structure with external COMSEC.

TRANSMISSION SYNCHRONIZATION COMSEC
PHASING [\\|TH COMSEC MESSAGE INDICATOR | PATA FIELD | posTAMBLE

Figure 4b. Transmission frame structure with embeddedl COMSEC.

TRANSMISSION
PHASING | syNCHRONIZATION | PATA FIELD

Figure 4c. Transmission frame structure with no COMSEC.

——FigwrEIGURE 4. Transmission Frame Structure |

5.2.1.1 _Communications security preamble and postamble. These fields are present when link
encryption is used. The COMSEC preamble field shall be used to achieve cryptographic
synchronization over the link. The COMSEC postamble field shall be used to provide an end-of-
transmission flag to the COMSEC equipment at the receiving station. These fields and the
COMSEC synchronization process are described (B®1.1 and D5.1.4, respectively) ‘

sent by the DTE. For Packet Mode interfaces, the length of this field shall be 0. Phasing
described in C3.2b. |

5.2.1.2 Phasing. Phasing shall be a string of alternating ones and zeros, beginning with i one,
i

5:2.2.25.2.1.3 Transmission synchronization field he structure of the transmission |
synchronization field is dependent on the mode of operation. The three modes are Asynchronous
for use with DCEs that present modulated data without a clock, Synchronous for use with DCEs
that present a clock and data interface and Packet for use with DCEs that require no frame
synchronization. The structures for Asynchronous and Synchronous modes are shown in Figure
5. The structure for the Packet Mode is describédant-2.35.2.1.3.3. |
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Encrypted
Fption_al: - = _@_ - = I
| Multi-Dwell Packetizing
Convolutional FEC Encoding I
Optional I I I Sclcctablc-:l
FrC FEC I
O Ny @, m
] Scramblin
Robust I'rame | Robust Frame
Synch Format Frame Transmission
g Synch Wordcount Data
Bit Synch Field
Robust Synch
Transmission Synchronization Field
Figure 5a. With External COMSEC or No COMSEC
P e e o o e e e o e o e
Optional: I
I Multi-Dwell Packetizing
Convolutional FEC Encoding
I Encrypted
Opional | |~ = 7 T T T il !
FEC FEC
@ M | FEC TDC TDC I
J Scramblin
Robust Frame | Robust Frame
Bit Synch Syneh Format Frame Message Transmission
Synch Tndicator Wordcount Data COMSEC
Field Postamblc
Robust Synch
Transmission Synchronization Field
Figure 5b. With Embedded COMSEC
NOTES

@ Bit Synch is used only in Asynchronous Mode with Embedded COMSEC and No COMSEC.

Optional Robust Frame Synch is available only in Asynchronous Mode.
When Robust Frame Synch is used, Frame Synch shall not be used.

Golay FEC/TDC are applied to the Transmission Wordcount, Message indicator and
Transmission Header fields in Asynchronous and Synchronous Modes.

(The Transmission Header is the leading portion of the data field as described in 5.3.1.)
Optional Multi-Dwell Packetizing and Convolutional FEC Encoding are available only in
Asynchronous Mode.
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! | (1) i Selectable: |
! | FEC | FEC |
! (3] . e | TDC .
: [ TDC [ Scrambling [
|
Frame Robust Frame Transmission
Sync Format Wordcount
DATA FIELD
Transmission Synchronization
Figure 5a. With external COMSEC or No COMSEC.
T T T T T . @ 1 Selectable:
I | o 1 FEC I FEC [
| 9 1 FEC 1 9 1 TDC I
| [ l TDC I Scrambling !
1
Frame Robust Frame Message Transmission
Sync Format Indicator Wordcount
DATA FIELD

Transmission Synchronization

Figure 5b. With Embedded COMSEC.

Notes:

[0 Golay FEC is applied to the Transmission Wordcount, message Indicator and
Transmission Header fields in Asynchronous and Synchronous Modes. (The
Transmission Header is the leading portion of the Data Field as described in 5.3.1.)

0 TDC is applied to the Transmission Wordcount and Transmission Header fields in
Asynchronous and Synchronous Modes. (The Transmission header is the leading
portion of the Data Field as described in 5.3.1.)

00 The Robust Frame Format subfield is optional and is used only when implementing
the Robust Communications Protocol described in Appendix J.

——FigwrEIGURE 5. Transmission synchronization field
(Synchronous and Asynchronous Mode)

5.2.1.215.2.1.3.1 Asynchronous mode transmission synchronization.fidlde Asynchronous
Transmission Synchronization field shall be composed of the following:

) Bi I ation
b}RebustFrarge  Framé&ynchronizatiofOptienal)

e)rRebudd. RobusFrame Format (Optional)
b e sl o e T s )
e)-Message Messagéndicator (embedded COMSEC only)

e d. TransmissioWord Count
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of the fixed 64-bit synchronization pattern shown in FrmweHhe—&t%ynehren&aHon
Subfieldisrecognized;-tbeor Figure 7. Theeceiver shall correlate for tfimme

synchronization pattern. A pattern shall be detected if 13 or fewer bits are in error with non-

inverted or inverted data. If the correlation detects an inverted synchronization pattern, all
received data shall be mverted before any other recelved processrng is perfditardte

detected before the robust frame synchronization sulsfiedd/n in Figure ,7the receiver shall

assume the optional robust processing is not requested for this transmission.

n

ern

Ist

rvhat

LSB MSB

0110010011110010111100101001011010010000010111101010110111011001

FIGURE 6. Frame synchronization subfield.

If the robust frame synchronization pattern shown in Figure 7 is detected, the robust framel
format subfield shall be decoded to determine what physical level processing is required fq

reception. If the robust frame synchronization pattern shown in Figure 7 is used, the frame

synchronization pattern shown in Figure 6 shall not be used.

r data

14

LSB MSB

0100100111001100111011011011111100000010011011010101111000111000

FigureFAGURE 7. Robust frame synchronization subfielf

521 215.2.1.3.1.2Robust frame format subfield he robust frame subfield is an optional
field that is used only with the robust frame synchronization subfield shown in Figtitee7.

robust frame format subfield is a seven bit field which specifies the format of the transmitted

5-8




MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

frame. The robust frame format subfield shall be formatted with multi-dwell majority vote 3 out
of 5 Bose-Chaudhari-Hocquenghem (BCH) (15, 7) coding and no scrambling or convolutional
encoding. The bits are defined in Tables Ill, IV and V.

TabBLE Ill. Robust frame format

Bit(s) Fields
0 (LSB) Multi-Dwell Flag
1 Scrambling Flag
2,3,4 Multi-Dwell Transmission Format
5,6 Convolutional Coding Constraint Length

TallABLE V. Multi-dwell transmission format
(The Least Significant Bit is shown on the Left)

000 Single BCH(15,7) word
32 BIT SOP, 11 64-bit segments per packet
— 001 Majority Vote 2 out of 3 BCH(15,7) word
e
e e e ]
100 Majority Vote 2 out of 3 BCH(15,7) word
64 BIT SOP, 13 64-bit segments per packet
010 Majority Vote 3 out of 5 BCH(15,7) word
64 BIT SOP, 13 64-bit segments per packet
011 Majority-Vote-3-out-of 5-BCH({15;7)-word
e
Emd e e el
110 Majority Vote 3 out of 5 BCH(15,7) word
64 BIT SOP, 6 64-bit segments per packet
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Tabl@BLE V. Convolutional coding constraint length codes

(The Least Significant Bit is shown on the Left)

00 Constraint Length 3
— 01 Constraint-Length 5
10 Constraint Length 5
—10 Constraint-Length 7
01 Constraint Length 7
11 Convolutional Coding Disabled

the
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6 is|used,

5:2.1.2.1.6.2.1.3.1.3Message indicatorThe message indicator field is contained within the ‘
transmission synchronization field only when COMSEC is embedded in the host. The message
indicator field is defined in Appendix D (D5.1.1.3 and D5.2.3). Golay forward error correction
(FEC) is applied to the TWC, Message Indicator (with embedded COMSEC) and Transmission
Header in Asynchronous and Synchronous Modes.

5.2.1.2.1.%.2.1.3.1.4Transmission worgount (TWC) subfield. The TWC is a 12-bit value |
calculated by the transmitting station to inform the receiving station of the number of 16-bit
words (after any appropriate FEC encoding, TDC fill or zero bit insertion) that form the data
field(s) of the transmission frame. The maximum TWC is 404512 The value provided by

the 12 information bits is binary-encoded. The maximum number of words is dependent on the
maximum number of bits allowed in the data field of a transmission frame. It is possible that the
number of bits in the data field will not be evenly divisible by 16. In that case, the word count
shall be rounded to the next higher integer. TDC is applied to the TWC and Transmission
Header in Asynchronous and Synchronous Modes. Golay FEC is applied to the TWC, Message
Indicator (with embedded COMSEC) and Transmission Header in Asynchronous and
Synchronous Modes.

5.2.1.2.%.2.1.3.2 Synchronous Mode Transmission Synchronization.fidlde Synchronous |
Transmission Synchronization field shall be composed of the following:

ayFrama.  Frame&ynchronization

— e
C) T VAVIC
b. Robust Frame Format (optional)
C. Message Indicator (embedded COMSEC only)
d. Transmission Wordcount

5:2.1.2.2.5.2.1.3.2.1Frame Synchronization subfieldhe Synchronous Mode Frame |
Synchronization subfield is the same as the Asynchronous Mode Frame Synchronization subfield
defined in5-2-42-1-5%.2.1.3.1.1 and shown in Figures 6 and 7. |

5.2.1.3.2.2 Robust Frame Format subfield. The Synchronous Mode Robust Frame Format
subfield is the same as the Asynchronous Mode Robust Frame Format subfield defined in
5.2.1.3.1.2.

52.1.2.2.8.2.1.3.2.3Message IndicatorThe format of the Synchronous Mode Message ‘
Indicator field is the same as for the Asynchronous Mode Message Indicator field defined in
521.216.2.1.3.1.3. |
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52.1.2.2.5.2.1.3.2.4Transmissioerd-CeuntWordcount The Synchronous Mode TWC
format is the same as the Asynchronous Mode TWC define@ih.2-1-7/5.2.1.3.1.4.

5.2.1.2.5.2.1.3.3 Packet Mode Transmission Synchronization fi€lthis field consists of at |
least 4 HDLC flags corresponding to the following bit pattern shown in Figure 8.
|

LSB MSB
01111110011111100111111001111110

FiguFIGURE 8. Packet Mode Transmission Synchronization Figld

5.2.1.3.4 Multi-dwell protocol. The multi-dwell protocol provides the capability to transmit [data
over frequency hopping radios without internal buffering. The multi-dwell protocol is descrjbed

in Appendix J.

a. The multi-dwell start of packet (SOP) header size and segment count redunpdancy
are configured depending upon the channel environment and are not changed on a
per transmission basis.

b. The upper layer indicates the size of the transmission in the PL-Unitdata Request
data length. The physical layer shall use the data length information to detefmine
the most efficient multi-dwell parameters to use for data transmission. The
optional multi-dwell segment count may be used by the upper layer to overrigle
the automatic determination of the multi-dwell transmission parameters made by
the physical layer. For a multi-dwell reception, the upper layer will uséntivegt
of the transition of the PL-Status Indication Network Activity from "busy with
data" to "clear" to indicate the time of reception of the last bit of data.

5.2.1.%.2.1.4 Data field The data field shall contain the string of bits created by the data-link
layer following the procedures for framing, zero bit insertion, concatenation, FEC, TDC, and
scrambling. FEC, TDC and Scrambling are not applied when Packet Mode is used.
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one
emes.

5.2.1.5 Bit synchronization fleld ThIS field shall be used to provide the receiver a signal for re-

establishing bit synchronization. Bit synchronization is used only between physically

concatenated frames in Asynchronous Mode. The bit synchronization field shall be a 64 hijt

pattern that consists of alternating ones and zeros, beginning with a one.

5.2.%.2.2 Net access control related indications |

a.

The net busy information is conveyed to the upper layer protocol (data link) |
through a status indication. Upon detection of a net busy, the net busy indicator
shall be set. The net busy sensing indicator shall be reset when neither digital
data nor voice is detected by the net busy sensing function. Appendix C
{€31-1)C4.1)describes the net busy sensing function. |

The net access control algorithm described in Appendix C needs the transmitter to
know when the last bit of data is transmitted, and the receiver to know when the

Iast blt of data is recelvetherpepmyer—WH rrl

5.2.45.2.3 Physical-layer to upper-layer interactionst least three primitives are used to pasp

information for the sending and receiving of data across the upper layer boundary.

a.

Requests for transmission of data are sent by the upper layer, using the physical
layer (PL) Unitdata Request primitive with the following parameter:

PL-Unitdata Request

Data/Data length

FEC/TDC/Scrambling
No FEC, No TDC, No Scrambling
No FEC, No TDC, Scrambling
FEC, No TDC, No Scrambling
FEC, No TDC, Scrambling
FEC, TDC, No Scrambling
FEC, TDC, Scrambling

Multi-dwell transmission format segment count
6 segments per packet

11 segments per packet
13 segments per packet

—Multi-dwell segment-count ‘
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b. Indication of data received is provided to the upper layer through the Unitdata
Indication primitive with the following parameter:

PL-Unitdata Indication
Data/Data length
FEC/TDC/Scrambling
No FEC, No TDC, No Scrambling
No FEC, No TDC, Scrambling
FEC, No TDC, No Scrambling
FEC, No TDC, Scrambling
FEC, TDC, No Scrambling
FEC, TDC, Scrambling
e L
Multi-dwell transmission format segment count
6 segments per packet
11 segments per packet
13 segments per packet

C. Net activity status information is provided to the upper layer through a Status
Indication with the following parameters:

PL-Status Indication
Net activity
net clear
net busy
busy with/data
busy with/voice
Transmission Status
transmit complete/idle
in-process
transmit aborted

5.3 Data-link layer. The data-link layer shall provide the control functions to ensure the transfer
of information over established physical paths, to provide framing requirements for data, and to
provide for error control. Zero bit insertion is applied to the Transmission Header and Data Link
Frame.

5.3.1 Transmission Header. The Transmission Header is sent before each data field
transmission. The Transmission Header consists of a two octet Transmission Information field, a
32-bit FCS, in accordance with paragraph 5.3.4.2.5, and is bounded by Flags in accordance with
paragraph 5.3.4.2.1. The Transmission Information field contains Selection bits and a
Transmission Queue subfield which indicates the transmitting station queue length. The
Transmission Header format is shown in Figure 9. Golay FEC and TDC are applied to the entire
Transmission Header (except when the Packet Mode Interface described in paragraph 5.1.1.6 is
used at the Physical Layer), including leading and trailing flags, Message Indicator (with
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embedded COMSEC) and TWC. The TWC, Message Indicator and transmission header shall
have Golay FEC applied when operating in the Asynchronous and Synchronous modes. TDC
(7x24) bit interleaving shall be applied in unison with the FEC on the TWC and transmission
header. The data shall be formatted into a TDC block composed of seven (7) 24-bit Golay
(24,12) codewords in a manner analogous to 5.3.14.3. There are 168 FEC-encoded bits with this
TDC.

Transmission
Information
(16 bits)

Frame Check Seguence Flag

(32 bpite) (8 Dpite)

‘ e slamnhla Tropok,g‘y Update 1D

Trhnsmission Quaue (10 Bits)

—
‘ TR
1: Selected
0: Not Salectad

LSB MSB
TRANSMISSION

INFORMATION
(16 bits)

MSB

FRAME CHECK SEQUENCE
(32 bits)

LSB

FLAG
(8 bits)

FLAG
(8 bits)

FEC | TDC |Scramble Topoldgy Update D Trénsmiséion Q@eue (1;0 bits)é

0 = Not Selected
1 = Selected

—FigwEIGURE 9. Transmissiokieadetheader |

5.3.1.1 _Selection bits. The first three bits of the Transmission Information field selects FEC,
TDC and Scrambling, respectively, on or off for the remainder of the physical layer data field. A
zero indicates "off" and a one indicates "on" in these bit positions. Regardless of the setting of
these three bits, Golay FEC/TDC is applied and Scrambling is not applied to the entire Transmis-
sion Header. Scrambling, if used, shall be applied before any FEC and TDC is applied. FEC,
TDC and scrambling are not applied when the Packet Mode Interface described in paragraph
5.1.1.6 is used at the Physical Layer.

5.3.1.2 Topology Update Identifier. This subfield shall contain the least significant three bits of
the Topology Update ID used in the most recent Topology Update message (see 5.4.1.2). If no
Topology Update messages have been sent, this subfield shall be all zeros.
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5.3.1.3 _Transmission queue subfield. This subfield is used to support the radio embedded net
access delay (RE-NAD) process and the deterministic adaptable priority net access delay (DAP-
NAD) process. The entire field is 10-bits long with the first two bits ('T'-bits) indicating how the

rest of the subfield is interpreted. The format of the transmission queue subfield is shown in
Figure 10.

5.3.1.3.1_T-bits. The two left-most bits in the transmission queue subfield are the T-bits. The
bit sequence interpretations are indicated in Figure 10. The transmission queue subfield has a
variable format depending on which of the following uses are intended:

T-bits = 00 The transmission queue subfield does not contain information and is
ignored.
T-bits = 01 The transmission queue subfield is used in conjunction with RE-NAD| Th

subfield contains queue precedence (in bit positions 2-3) and queue length
(bit positions 4-7). Bit positions 8 and 9 are spare and ignored.

T-bits = 10 The transmission queue subfield is used in conjunction with DAP-NAD.
This subfield contains Data Link Precedence (in bit positions 2 and 3) and
First Subscriber Number (in bit positions 4-9).

T-bits =11 This bit sequence is INVALID and shall be ignored. Data link frame(s)
after this header shall be processed normally.
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T-Bits
0|1 2 3 4 5 6 7 8 9
0| O Transmission Queue Subfield Ignored
0|1 Queue Prec. Queue Length Spare
1|0 Data Link Prec. First Subscriber Number
1|1 Invalid/Ignored

——FigwrEIGURE 10. Transmission queue subfield formats |

5.3.1.3.2_Queue precedence. The queue precedence component indicates the highest precedence

level of information type frames in the queue.
The precedence levels and bit sequences are:
Urgent—00
P 01
—Reoutine——10
e 11
Precedence Bit2 Bit3 Value
Urgent 0 0 0
Priority 1 0 1
Routine 0 1 2
Reserved 1 1 3

5.3.1.3.3_Queue length. The queue length component indicates the number of concatenated
frame sequences required to transmit all of the higlvesttyprecedencenessages in the |
transmission queue at the time the transmission was created. This number may be used by
receiving station to calculate the average network member's queue length. This average is used
in calculation of the continuous scheduler for the Radio Embedded channel access procedure

(C3.4.4)(C4.4.4).

5.3.1.3.4 _Data link precedence. This subfield consists of two bits and contains a value that
indicates the highestrierityprecedencef any message that is contained in the physical frameg. It
shall contain the value 0 if an urgent message is in the frame, 1 if a priority but no urgent
message is in the frame and 2 if neither an urgent nor priority message is in the frame. The
variable NP in the equations definedvrpendixC{C3.4.5-2) isithelC4.4.5.2 isset equal to the|
contents othe highest precedence Data Link precedence field in any (possibly concatenatTd)

phv5|cal frame contalned in the most recent receptﬂba—ﬁetd—er—t&@#eptwore*t—net—aeeess
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frames.—The-bitcoding-for-Data-LiThe precedence levels and bit sequencethéobData Link
precedence fieldre:

Precedence Bit2 Bit3 Value

Urgent 0 0 0
Priority 1 0 1
Routine 0 1 2
Undefined 1 1 3

precedence-is-shewn-below-in-TFable-Wndefined precedence values shall be handled as
routine.

Bit Pattern ~— Data Link Precedence
00 grgent
01 prierity
10 redtine
11 undefined

5.3.1.3.5_First subscriber number. This subfield consists of 6 bits and designates the number of
the subscriber that is to have the first net access opportunity at the next net access period (the one
immediately following this transmission). The number of the subscriber that has the first net
access opportunity is the variable FSN in the equations defined in Appe(Q&k45.2).

Bit coding for Firstsubseribernumber-Bubscriber Number is:
ches e 0
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N . lin . I 4 ber
BitCode — First SubseriberNumber
0006000 Hlegal
0000011114111 Station-163

1st Subscriber # Bit: 4--->9
lllegal 000000
1 100000
2 010000
63 111111

5.3.2 Net access control. The presence of multiple subscribers on a single communications net
requires a method of controlling the transmission opportunities for each subscriber. To minimize
conflicts, the net busy sensing function and net access control (NAC) procedures regulate
transmission opportunities for all participants on the net. Random - Net Access Delay (R-NAD),
Hybrid - Net Access Delay (H-NAD), Prioritized - Net Access Delay (P-NAD), Radio

Embedded Net Access Delay (RE-NAD) and Deterministic Adaptable Priority - Net Access
Delay (DAP-NAD)shal-be-implemented-aethe authorized NAC procedures at this interfacg.
Appendix C defines the NAC parameters for R-NAD, H-NAD, P-NAD, DAP-NAD, and RE-

NAD.

5.3.2.1 _Scheduler. When the net access is embedded in the radio, a scheduler may be
implemented in the DTE or communications processor to organize radio access throughout the
network. The scheduler is used to provide a random distribution of timing for channel requests.
When a station has data to transmit, it shall calculate the scheduler timer as indicated in
Appendix C{C3-4-4-1)(C4.4.4.1). When this timer expires, the link layer shall first determing

that the previous frame concatenation was transmitted by the physical layer. If the frame
concatenation was not transmitted, the link layer shall request its transmission. If a higher
precedence individual frame becomes available for transmission, the concatenated frames shall
be re-built to include the higher precedence frame. If the previous frame concatenation was
transmitted, the link layer shall build a new frame concatenation. This frame concatenation shall
then be passed to the physical layer for transmission. Both randomized and immediate scheduler

modes are specified in Appendix€3-4-4-1-1and-C3-4-4-1(64.4.4.1.1 and C4.4.4.1.5, |
respectively).
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5.3.3 Types of procedures. Four types of operation for data communication between systems
are defined to provide basic connectionless and connection mode operations:

Type 1 - Unacknowledged Connectionless Operation

Type 2 - Connection-mode Operation

Type 3 - Acknowledged Connectionless Operation

Type 4 - Decoupled Acknowledged Connectionless Operation

Types and services 1 through 3 are based on 1ISO 8802-2. The Aygd ¥pe Tonnectionless|
operations are mandatory for implementation in all systems. The Type 2 connection mode is
optional for this interface. The Type 4 connectionless mode (decoupled ACK) is optional.
Estelle language formal specifications of these four types of data link operation are available via
the CNR Implementation Working Group World Wide Web page:
http://www-cnrwg.itsi.disa.mil.

5.3.3.1 Type 1 operation. For the purpose of this protocol, Type 1 operation will designate both

of the ISO 8802-2 connectionless operatitrsknowledged-and-unacknowledgedype 3
(acknowledged) and Type 1 (unacknowledged).

5.3.3.2 Type 2 operation. With Type 2 operation, a data-link connection shall be established
between two systems prior to any exchange of information bearing PDUs. For efficiency at
system startup, connections may be assumed to exist with all other stations in the network; and
the system may depend on information transfer phase procedures to resolve error co'n"_@itijns.
guarantee a reliable (i.e., no loss) service, connections should be explicitly established, ngt
assumed to exisfThe connection normally shall remain open until a station leaves the net. |The
normal communications cycle between Type 2 systems shall consist of transferring PDUs from
the source to the destination, and acknowledging receipt of these PDUs in the opposite direction.

5.3.3.3 _Type 3 Operation. For the purpose of this protocol, Type 3 operation is included in Type
1 operation.

5.3.3.4_Type 4 operation. With Type 4 operation, acknowedgts are decoupled from the |
original Decoupled Information Acknowledgment (DIA) PDU, and DIA PDUs contain a non-
modulus identification number assigned by the originator.

r=—4

5.3.3.5 Station Class. Four station classes define the data link procedures supported by §
system:

Station Class A - Supports Types 1 and 3; not Types 2 and 4
Station Class B - Supports Types 1, 2 and 3; not Type 4
Station Class C - Supports Types 1, 3 and 4; not Type 2
Station Class D - Supports Types 1, 2, 3 and 4.

5.3.4 Data-link frame. The data-link frame shall be the basic protocol data unit (PDU) of the
link layer. The transmission header is not a PDU.
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5.3.4.1 Types of frames. Three types of frames convey data over the data-link: an unnumbered
frame (U PDUSs), an information frame (I PDUSs) and a supervisory frame (S PDUS).

5.3.4.1.1_Unnumbered frame. The U PDUs shall be used for Type 1, Type 2 and Type 4
operations. They provide connectionless information transfer for Types 1 and 4 operations.
PDUs provide acknowledgment, and station identification/status information for Type 1
operations. They also provide data-link control functions for Type 1 through 4 operations.

5.3.4.1.2 _Information frame. The | PDUs are used for information transfer in Type 2 operations
only. They convey user data or message traffic across a link. The | PDUs are not used in Type 1

or Type 4operations. |

5.3.4.1.3_Supervisory frame. The S PDUs are optional and are used for data-link supervisory
control functions and to acknowledge received | PDUs in Type 2 operations. Additionally, the
Type 4 Decoupled Receive Ready (DRR) response S PDU is used to acknowledge Type 4 DIA
PDUs. The S PDUs are not used in Type 1 operations.

5.3.4.2 Data-link frame structure. The basic elements of the data-link frame shall be the opening
flag sequence, the address field, the control field, the information field, the FCS, and the closing
flag sequence. Each Type 1, Type 2 and Type 4 data-link frame shall be structured as shown in
the data link frame portion of Figure 11.

Transmission Header One or More Data Link Frames
Transmission
Flag Information FCS Flag Flag Address Control Information FCS Flag
8 Z 32 2] g Z-17 1-32 Up to 3345 32 8
Bits Octets Bits Bits Bits QOctets Octets Octets Bits Bits

5.3.4.2.1 5.3.4.2.5 5.3.4.2.1 5.3.4.2.3 5.3.4.2.5

5.3. 5.3.4.2.1 5.3.4.2.2 5.3.4.2.4 5.3.4.2.1

e

Transmission Header One or More Data Link Frames
Flag Tlr:fr;srm;isé%n FCS | Flag | Flag | Address | Control Information FCS | Flag
8 hits 2 octets 32 bits 8 bits 8 bits 2-17 octets 1-32 octets Up to 3345 32 bits 8 bits
‘ ‘ ‘ ‘ octets
5.3.4.2.1 5.3.1 5.3.4.2.5 5.3.4.2.2 5.3.4.2.3 5.3.4.2.4

FIGURE 11. Data link frame structure and placement.
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5.3.4.2.1_Flag sequence. All frames shall start and end with
the 8-bit flag sequence of one 0 bit, six 1 bits, and one 0 bit (01111110). The flag shall be used
for data-link frame synchronization.

5.3.4.2.2_Address fields. These fields shall identify the link addresses of the source and
destinations.

5.3.4.2.2.1_Address format. Each address in the address fields shall consist of a single octet.
The source address octet shall consist of a command/response (C/R) designation bit [the least
significant bit (LSB)] followed by a 7-bit address representing the source. Each destination octet
shall consist of an extension bit (the LSB) followed by the 7-bit destination address. The
destination address uses a modification of the High-Level Data-link Control (HDLC) extended
addressing format. The destination address shall be extended by setting the extension bit of a
destination address octet to O, indicating that the following octet is another destination address.
The destination address field shall be terminated by an octet that has the extension bit set to 1.
The destination address field shall be extendible from 1 address octet to 16 address octets. The
format of the address fields shall be as shown in Figure 12.

—L !\|'ISB
-1 2 3 4 -5 6 7 -8
BA R X X X X X X X [|SOURCEOectet{l=response,;
et
—0 X X X X X X X |DESHNAHON-1Oectet

1 X X X X X X X |BDESHNAHONMOetet

5.3.4.2.2.2_Addressing convention. The following addressing conventions shall be implemented
in the 7 address bits of each address octet. Address allocations, as shown in Figure 13, are
divided among five address types: individual, group, global, special, and reserved.

NOTE:Source and destination addresses are assigned by an administrative authority.
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LSB - MSB

1 £ 1 1 2 1 1 1 127 e

X X X X X X 1 1 e

X X X X X X X X 3-95 o S

X |6 2 06 0 0 0 0 2 Speciak{Net Control)-Address
X |2 06 6 06 0 0 0 1 Specia-{Net Entry)-Address
x (6 6 6 6 06 0 0O 0 e e

5.3.4.2.2.2.1 Source and destination.

5.3.4.2.2.2.1.1 Source address. The source address is either an individual or special (Ne
Control or Net Entry) address and is always the first address. Its legal values range from 1 to 95.
The source address has two parts: the C/R designation bit (bit 1, LSB) and the actual 7-bit
address value. The C/R designation bit shall be set to 0 for commands and 1 for responses.

LSB I\"ISB
1 2 3 4 5 6 7 _8

01 Il X X X X X X X |SOURCE Octet (1 =response; 0 = command)
_ 0 g X X X X X _X _X ||[DESTINATION 1 Octet

DESTINATION M Octet where M < 16

[
—
X
X
X
X
X
X
X

FIGURE 12. Extended address field format.
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MSB
127 Global Multicast Address

=
=
=
=
=
=
=

96-126 Group Multicast Addresses

>
>
>
>
>
=
=

4-95 Individual Addresses

Special (Immediate Retransmission)

=
=
o
o
o
o
o

Special (Net Control) Address

o
5N
o
o
o
o
o
N

Special (Net Entry) Address

=
o
o
o
o
o
o
=

XXX XX I |1 ‘6
vy}

[><

[><

[><

[><

[><

[><

[><

Reserved Address

(e)
(e)
(e)
(e)
(e)
(e)
(e)
(e)

FIGURE 13. Address allocation.

5.3.4.2.2.2.1.2 Destination address(es). The second through seventeenth address bytes

labeled destination addresses, which may be global, group, individual, or special addressegs

Each destination address is contained in an 8-bit field, which has two parts: the extension

are

bit (bit

1, LSB) and the actual 7-bit address value. An extension bit set to O indicates that 1 or mgre
addresses follow. An extension bit set to 1 indicates the last address of the address string has

been reached.

5.3.4.2.2.2.2 Types of addresses. The following paragraphs describe the five types of ad
and how they shall be used.

5.3.4.2.2.2.2.1 Reserved address. Address O is labeled a reserved address. A station re

dresses

Ceiving a

value of 0 in the destination address field shall ignore the address and continue processing any

remaining addresses.

5.3.4.2.2.2.2.2 Special addresses. Addressearid23 are labeled special addressisese
addresseAddresses 1 and&e provided as ngbrk control and unit entry addresses for units
entering a new netork without knowledge of actual addresses being UsSpdeial’ hese special

addresses are used as described in Appen@didB-2)(E5.1). The special address 3 is used fpr
Type 1 acknowledged transmissions which require an immediate retransmission capability.

5.3.4.2.2.2.2.3 Individual addresses. Individual addresses uniquely identify a single station on a
broadcast subnetwork. Individual addresses shall be assigned within the addre34 iaSge |
Stations shall be capable of sending and receiving 1 to 16 individual destination addresses in a
single data-link frame. Sending stations shall not use any individual address more than once in a

data link frame. When individual address(es) are present, a receiving station shall receive

all

addresses, search for its unique individual address, and follow the media access procedures

described in Appendix C.
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5.3.4.2.2.2.2.4 Group multicast addresses. Group multicast addressing, used when broadcasting
messages to multiple (but not all) stations on a broadcast subnetwork, may be implemented. The
valid address range shall be 96 to 126. Assignment of membership to (or deletion from) a group
is outside the scope of this protocol. While the use of link group multicast addresses is optional,
all stations shall be capable of recognizing received group addresses. If a receiving station does
not implement group addressing procedures, it shall still process all received addresses, but
ignore the group addresses (that is, recognize range 96 to 126 as group addresses). When group
addressing is implemented, a station shall be capable of sending and receiving 1 to 16 destination
group addresses. Coupled data link acknowledgment of group multicast addresses using the F-
bit shall not be allowed. An uncoupled TEST response PDU with its F-bit set to zero shall be

sent in response to a TEST command PDU addressed to a group multicast address when the
receiving station is a member of the specified group.

5.3.4.2.2.2.2.5 Individuabpecialand multicast addresses mixed. A station that optionally |

implements multicast (group and global) addressing shall also be capable of sending and
recervrngbe%brmel%reaslnultrcast specraand |nd|vrdual addresses "mrxederdesnna%ren
sbattixedin a destination

mixed,
t be

dﬂaesmeptron
and acknowledgment procedures stated in this paragraph shaII be valrd even for stations that do
not implement multicast addressing procedures.

a. The total number of destination addresses shall not exceed 16.
b. Individual and special addresses may be mixed in any order.
C. All individual and special addresses shall precede multicast addresses.

d. The special address 3, if used, shall follow all individual, reserved, and other
special addresses. It may precede group or global addresses, but shall not precede
individual, reserved or other special addresses.

e. Only one type of multicast (group or global) shall be mixed in a destination
address subfield.
f. If multicast, special and individual addresses are mixed, only the individual and

special addresses are acknowledged when indicated.

g. Multicast addresses shall not be acknowledged but a data link response (using a
TEST Response PDU) is allowed in the case where a TEST message is received
with a multicast address in the destination field and the poll bit is set to 0.

g. A station that optionally implements multicast (group and global) addressing shall
also be capable of sending and receiving multicast, special and individual
addresses "mixed" in a destination subfield.
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|
5.3.4.2.2.2.2.6_Global multicast addressing. Global multicast addressing, used when
broadcasting messages to all systems on a broadcast subnetwork, shall be implemented through
the unique bit pattern 1111111 (127). If the global address is used, it shall be the only multicast
destination address, but individual addresses are allowed with the global address. All broadcast
stations shall be capable of receiving and sending this address, and all stations will process the
information contained within the frame. Data-link acknowledgment of the global address shall
not be allowedexeeptforthe TEST Response-PLdlihough the TEST response PDU is |
allowed in the case where a TEST message is received with the global address in the des'Lination
field and the poll bit is set to 0Coupled data link acknowledgment of the global address using
the F-bit shall not be allowed. An uncoupled TEST response PDU with its F-bit set to zero shall
be sent in response to a TEST command PDU addressed to the global address.

5.3.4.2.2.3_Mapping. A link address is a point of attachment to a broadcast network. The
upper-layer protocol is responsible for mapping one or more upper-layer addresses to a data-link
address. Multiple upper-layer addresses may map to one or more group or individual addresses.

5.3.4.2.3_Control field. The control field indicates the type of PDU and the response
requirements and connection information about the PDU being transmitted over the data link. A
summary of the formats and bit patterns (showing LSB as the left most bit) for Types 1, 2 and 4
is shown in Table¥!, VII and VIII, b-and-X; respectively. Figure 14 illustrates the data-link |

PDU control field formats.
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-TABLE VI. Type 1 Unnumbered (U) PDU formats.
COMMANDS/ ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit is the least FIELD

significant bit.

Ul COMMAND PDU

Contains the source address and

uBit pattern = 11001000 identifies thig

Contains data fra

m the

ACKNOWLEDGMENT | to 16 individual, special, group or | frame as a Ul PDU requiring upper protocol layer.
REQUIRED global link addresses of agencies| acknowledgment.
for which the message is intended.
ACKNOWLEDGMENT | Contains the source address and pBit pattern = 11000000 identifies thig Contains data frdm the
NOT REQUIRED to 16 destination (individual, frame as a Ul PDU not requiring upper protocol layer.
special, group and/or global mixed) acknowledgment.
addresses of agencies for which the
message is intended.
- Table VHiLype 1 PDUformats
—COMMARIES ADDRESS COoMERoL BIELD —MEOERMATION
—PRESPOREES FELD Fhodlotbmestbitistheleast | ———FELD
Xb-PbY
EXCHANGE IDEN- Contains-source-address-and Up\Mariable Bit-patterm TFhis field-follows the 1SC
THEICATION-(XID) to-16individual-addresses,grolig111 X101 8885-format-for XD
COMMAND address,-special-netentry commands-andregpons
MESSAGE address-special-netcontroller | (¢representsthe P/Fbit Itis-used-to-supphyor
address.-orthe globaladdress.| settings) reguestlink-managemen|
information—Appendix-E
Centoinssemrecoddiossand detnllethodnterandion
oddroosetthocondoratife dold st
command-message.
== Slsotiop =0
RS ATORLOAS
BESROREE
MEESSACE
UiPby
ACKNOWLEDGMEN | Contairs-the-source-address andit-pattern—=11001000 Contains-datafronthe
T REQUIRED up-to-16-individual—group-or identifies-thisframe-asa-Ul | upperprotocollaydr.
globalink-addresses-of-agencip®DU-requiring
forwhich-the-message is acknowlalgment.
imtonded.
ACHPLOMLEDCMER | Contnlasthosewrecoodinas a2 ipotior—120000000 Centincdoitrenthe
RO REQIRED Leete e dostinntion losau, leonttoethistmmo sl | pescaretsscslaar
IIII'I".I'.) o
addresses-of agencies-for-whichacknowledgment.
the-message-isintended.
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- Table Viliype 1 PDU formats{Concluded)

oA B ADERESS CopRo L EELD B =
SROREES ==L hodotmee b neeast ==L
i "
Status PDU
UNNUMBERED Contains source address, and Bit pattern = 11000100 indicating No information field

RECEIVE READY
(URR) COMMAND

UNNUMBERED
RECEIVE READY
(URR) RESPONSE

individual, group, or global
addresses.

Contains source address and the
address contained in the source
subfield of a received Ul PDU,
which this frame acknowledges.

receive ready command.

Ul PDU is acknowledged.

Bit pattern = 11001100 indicating lag

allowed.

t No information field
allowed.

UNNUMBERED Contains source address and Bit pattern = 11010000 indicating No information field
RECEIVE NOT individual, group, or global receive not ready command. allowed.
READY (URNR) addresses of agencies that are to
COMMAND stop transmitting | and Ul PDUSs tg
the agency generating this frame.
UNNUMBERED Contains source address and Bit pattern = 11011000 indicating No information field
RECEIVE NOT destination to which this responsg receive not ready response. allowed.
READY (URNR) is being sent.
RESPONSE
TEST COMMAND Contains source address and the | Bit pattern = 1100X111 Information field

TEST RESPONSE

individual, group, or global addreg
of agencies that are to respond.

Contains source address and
destination to which this response
is being sent.

[

Bit pattern = 1100X111

optional.

Information field
optional.
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Fable BCTABLE VII. Type 2 PDU formats |
COMMANDS/ ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit is the FIELD
least significant bit.
U PDUs
UNNUMBERED Contains source address and up|t®it pattern = 1100X110 No information field
ACKNOWLEDGMENT 16 individual link addresses of sta- allowed.
(UA) RESPONSE tions to receive this PDU.
SET ASYNCHRONOUS | Contains source address and up|t®it pattern = 1111X100 | No information field

BALANCED MODE EX-
TENDED (SABME)
COMMAND

RESET (RSET) COM-
MAND

FRAME REJECT (FRMR)
RESPONSE

DISCONNECT MODE
(DM) RESPONSE

DISCONNECT (DISC)

16 individual link addresses of st
tions to receive this PDU.

Contains source address and up
16 individual link addresses of st
tions to receive this PDU.

Contains source address and up
16 individual link addresses of st
tions to receive this PDU.

Contains source address and up
16 individual link addresses of st
tions to receive this PDU.

Contains source address and up

i_

t®it pattern =1111X001
i_
oo

t®it pattern = 1110X001
i_

t®it pattern = 1111X000
i_

t®@it pattern = 1100X010

allowed.

No information fiel
allowed.

See Figure 19.

No information field
allowed.

No information field

COMMAND 16 individual destination allowed.
addresses.
| PDU
ACKNOWLEDGMENT Contains source address and up|t®it pattern = Contains data from the

OR OTHER APPROPRI-
ATE RESPONSE RE-
QUIRED

16 individual and/or group or
global addresses of agencies for
which the message is intended.

0SSSSSSSXRRRRRRR
Identifies this frame as al
| PDU.

upper layer protocol.
L
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Fable- bCTABLE VII. Type 2 PDU formats (Concluded)

RECEIVE READY (RR)
RESPONSE

RECEIVE NOT READY (RNR)
COMMAND

RECEIVE NOT READY (RNR)
RESPONSE

SELECTIVE REJECT (SREJ)
COMMAND AND RESPONSE

REJECT (REJ) COMMAND
AND RESPONSE

Contains source address and up to 1§
individual link addresses of stations tq
receive this PDU.

Contains source address and up to 1§
individual link addresses of stations tq
receive this PDU.

Contains source address and up to 1§
individual link addresses of stations tq
receive this PDU.

Contains source address and up to 1§
individual link addresses of stations tq
receive this PDU.

Contains source address and up to 1§
individual link addresses of stations t(q

indicating receive ready
command.

b Bit pattern =
10000000XRRRRRRR,
indicating last

| PDU is acknowledged.

b Bit pattern =
10100000XRRRRRRR,
indicating receive not ready
command.

b Bit pattern =
10100000XRRRRRRR,

b Bit pattern =
10110000XRRRRRRR.

b Bit pattern =
10010000XRRRRRRR.

receive this PDU.

indicating receive not ready}.

COMMANDS/ ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit is thg FIELD
least significant bit.
S PDUs
RECEIVE READY (RR) Contains source address and up to 16 Bit pattern = No information field
COMMAND individual addresses. 10000000XRRRRRRR, allowed.

No information field
allowed.

No information field
allowed.

No information field
allowed.

No information field
allowed.

No information field
allowed.

(X represents the P/F bit setting, S represents send sequence number, and R represents receive sequence number.)
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- @@ @ @ @ @ @ @ @ @ @ @ @ @@ Tablepe 4 PPY Formats
TABLE VIIl. Type 4 PDU formats

COMMANDS/ ADDRESS CONTROL FIELD | INFORMATION
RESPONSES FIELD The left-most bit is the FIELD
least significant bit.

U PDUs Bit pattern -

DIA ACK Req'd Contains source address and 110101LL<-ID #-> Contains data from
up to 16 individual and/or the upper layer
group or global link addresses L-bits are used to protocol.
for which the message is indicate PDU
intended. precedence

S PDU Contains source address and
individual address for the orig- No information

DRR resp inator of the DIA PDU which | 100010LL<-ID #-> field allowed
this PDU ACKs. L-bits are used to

indicate precedence of
PDU being ACK'd. The
ID no. is that of the DIA
Contains source addressd PDU being ACK'd.
individual, group or global
address 1000100000000000 No information
andlor-group-or-global indicates a station is field allowed
DRR cmd aderesses ready to receive DIA
PDUs.
Contains source address and
individual address for the orig-
inator of the DIA PDU, which| 101010LL<-ID #-> No information
this PDU acknowledges indicates a station is nat field allowed

DRNR resp ready to receive DIA

PDUs due to a busy

condition.

L-bits are used to

indicate precedence of

PDU being ACK'd. The

ID no. is that of the DIA|

PDU being ACK'd.
Contains source address 1010100000000000
andlor-group-or-global indicates a station is nat
addresseand individual, ready to receive DIA
group or global address PDUs due to a busy No information

condition. field allowed

DRNR cmd
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LSB MSB
1 2 3 4 5 6 7 8 9 10 11 12 183 14 15 16
INFORMATION TRANSFER
Type2 | 0 N(S) P/F N(R)
SUPERVISORY
COMMANDS/RESPONSES Type2 |1 0[S S|z z zZ z |PF N(R)
(S PDUs)
Typed4 (1 1S S|1 0o|L L ID Number
UNNUMBERED Types
COMMANDS/RESPONSES 2 1 1|1 M MIPPFfM M M
(U PDUs)
Typed4 {1 1 0 1 0 1|L L ID Number
Notes:

The left-most bit is the first bit delivered to and received from the physical layer.

N(S) = Transmitter send sequence number (Bit 2 = LSB)
N(R) = Transmitter receive sequence number (Bit 10 = LSB)
S = Supervisory Function bit
M = Modifier function bit
Z = Reserved and set to zero
P/F = Poll bit - command PDU transmissions

Final bit - response PDU transmissions

(1 = Poll/Final)

L = Level of precedenceSB on left)

1 1 =reservedvalue = 3)
0 13-6=routine (value = 2)
1 09-1= priority(value = 1)
0 0 = urgen{value = 0)

FigureFIGURE 14. Data-link PDU control field formats |

5.3.4.2.3.1 Type 1 operations. For Type 1 operations, the control field is an 8-bit pattern

designating 1 of 5 types of U PDUs. The URR and URNR PDUs are used to indicate ovenall

station status.

5.3.4.2.3.2 Type 2 operations. The Type 2 control field is a 16-bit pattern for | PDUs and S

PDUs and includes sequence numbers. The Type 2 U PDUs have an 8-bit pattern. The T

ype 2

control field shall be repeated if more than one destination address is present. Each destipation
address field shall have a corresponding control field. Each of the corresponding control figlds
(when repeated) shall be identical except for the P/F bit and sequence numbers. The Type 1

Unnumbered Receive Ready (URR) and Unnumbered Receive Not Ready (URNR) PDUs

are
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used to indicate overall station status. The RR and RNR are used to indicate station status for
Type 2 operations only.

5.3.4.2.3.3 Type 4 operations. The Type 4 control field is a 16-bit pattern for U PDUs and S
PDUs, and includes identification numbers. The control field distinguishes between a DIA|PDU
with a frame identification number and four S PDUs used in a connectionless environment|with
decoupled acknowledgments. The Type 1 URR and URNR are used to indicate overall station
status. The DRR and Decoupled Receive Not Ready (DRNR) PDUs are used to indicate $tation
status for Type 4 operations only.

5.3.4.2.3.4_Poll/final bit. The Poll/final (P/F) bit serves a function in both command and
response PDUs. In command PDUs, the P/F bit is referred to as the P-bit. In response PDUs, it
is referred to as the F-bit. The P-bit set to 1 shall be used to solicit a response PDU, with the F-
bit set to 1. On a data linkply-1-TFype2 PDU-and/or FypePDU-with-at most one Type 1 |

PDU and one Type 2 PDU witPbit set to 1 shall be outstanding in a given direction at a gi\*en
time. Before a station issues another PDU with the P-bit set to 1 to a particular destination, it
shall have received a response PDU from that remote station with the F-bit set to 1 or have timed
out waiting for that response PDU. The P/F bit is not implemented in Type 4 operations.

5.3.4.2.3.5_Sequence numbers. Sequence numbers are used only with Type 2 | and S PDUs.
The Type 2 | and S PDUs shall contain sequence numbers. The sequence numbers shall be in
the range of 0-127.

5.3.4.2.3.6_ldentification numbers. ldentification numbers are used only with Type 4 DIA PDUs
and DRR/DRNR S PDUs. The Type 4 DIA and DRR/DRNR response S PDUs shall contain an
identification number. The identification number is used to identify each DIA PDU and permit
decoupled acknowledgents in a connectionless environment. The identification numbers khalll
be in the range of 1-255.

5.3.4.2.3.7_Precedence. The two level-of-precedence bits (L-bits) are used only in the control
field of Type 4 PDUs. Inthe DIA PDU, the L-bits indicate the precedence of the data in the
information field. In the DRR response S PDU, the L-bits are used to indicate the precedence of
the DIA PDU information being acknowledged. The data link precedence values and their
appropriate mappings t&network layermprecedence levels are indicated in 5.3.16. |

5.3.4.2.4 _Information field. The information field may be present in either the I, Ul, DIA,
FRMR-FEST o XEFRMR or TESTPDU. The length of the information field shall be a |
multiple of 8 bits, not to exceed 3345 octets. If the data is not a multiple of 8 bits, 1 to 7 fill bits
(0) shall be added to meet this requirement. The maximum information field size defaults to
3345 octets. A smaller size may be established at initialization through local system information
or using thedtb-RPBUsXNP messages (see Appendix Ejontents of the information fields of
the FRMR, TFESTand XHFRMR and TESTPDUs are described in 5.3.6.2.3.6 and

5.3.6.1.5and-in-Appendix-Erespectively.

5.3.4.2.5_Frame check sequence. For error detection, all frames shall include a 32-bit FCS prior
to the closing flag sequence. The contents of the address, control, and information fields are
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included in the FCS calculation. Excluded from the FCS calculation are the O's inserted by the 0-
bit insertion algorithm. The formula for calculating the FCS, which is the 1's complement
(inversion) of the remainder of a modulo-2 division process, employs the generator polynomial,
P(X), having the form

P(X) = x32 +x26 +x23 +x22 +x16 +x12 +x11 +x10 +x8 +X7 +x5 +x4 +x2 +x +1

FCS generation shall be in accordance with the paragraph entitled "32-bit Frame Checking
Sequence" in ISO 3309, and implemented in a manner that provides a unique remainder when a
frame is received without bit errors incurred during transmission. If the FCS of a received frame
proves the frame to be invalid, the frame shall be discarded.

5.3.4.3 Data-link PDU construction. The data-link procedures that affect data-link PDU
construction include (a) order-of-bit transmission and 0-bit insertion, discussed below; and (b)
FEC and TDC, discussed in 5.3.14.

5.3.4.3.1_Order-of-bit transmission. The order-of-bit transmission function specifies the sequence
in which bits are ordered by the data-link layer for transmission by the physical layer. The
Information Fieldand control field(syhall be transmitted LSB of each octet first. Thedad i
controHieldsshall be transmitted LSB first. For the FCS, the most significant bit (MSB) shall be
transmitted first. For the address field, the source address octet is transmitted first and the
destination address octet(s) are transmitted in order. The LSB of each address octet is transmitted
first. The information field octets shall be transmitted in the same order as received from the
upper layers, LSB of each octet first.

5.3.4.3.2_Zero-bit insertion algorithm. The occurrence of a spurious flag sequence within a frame
or Transmission Header shall be prevented by employing a 0-bit insertion algorithm. After the
entire frame has been constructed, the transmitter shall always insert a 0 bit after the appearance of
five 1's in the frame (with the exception of the flag fields). After detection of an opening flag
sequence, the receiver shall search for a pattern of five 1's. When the pattern of five 1's appears,
the sixth bit shall be examined. If the sixth bit is a 0, the 5 bits shall be passed as data, and the 0
shall be deleted. If the sixth bit is a 1, the receiver shall inspect the seventh bit. If the seventh bit

is a 0, a flag sequence has been received. If the seventh bit is a 1, an invalid message has been
received and should be discarded.

5.3.5 Operational parameters. The various parameters associated with the control field formats
are described in the following sections.

5.3.5.1 Type 1 operational parameters. The only parameter that exists in Type 1 operation is the
P/F bit. The Poll (P) bit set to 1 shall be used to solicit (poll) an immediate correspondent
response PDU with the Final (F) bit set to 1 from the addressed station. The response with F-bit
set to 1 shall be transmitted in accordance with the response hold delay (RHD) procedures defined

in Appendix C{C3-2}(C4.2). |

5.3.5.2 Type 2 operational parameters. The various parameters associated with the control field
formats in Type 2 operation are described in 5.3.5.2.1 t0 5.3.5.2.3.2.
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5.3.5.2.1_Modulus. Each | PDU shall be sequentially numbered with a numeric value between 0
and MODULUS minus ONE (where MODULUS is the modulus of the sequence numbers).
MODULUS shall equal 128 for the Type 2 control field format. The sequence numbers shall

cycle through the entire range. The maximum number of sequentially numbered | PDUs that may
be outstanding (that is, unacknowledged) in a given direction of a data-link connection at any

given time shall never exceed one less than the modulus of the sequence numbers. This restriction
shall prevent any ambiguity in the association of sent | PDUs with sequence numbers during
normal operation and error recovery action.

5.3.5.2.2_PDU-state variables and sequence numbers. A station shall maintain a send-state
variable, V(S), for the | PDUs it sends and a receive-state variable, V(R), for the | PDUs it
receives on each data-link connection. The operation of V(S) shall be independent of the
operation of V(R).

5.3.5.2.2.1_Send-state variable V(S). The V(S) shall denote the sequence number of the next in-
sequence | PDU to be sent on a specific data-link connection. The V(S) shall take on a value
between 0 and MODULUS minus ONE. The value of V(S) shall be incremented by one with each
successive | PDU transmission on the associated data-link connection, but shall not exceed receive
sequence number N(R) of the last received PDU by more than MODULUS minus ONE.

5.3.5.2.2.2_Send-sequence number N(S). Only | PDUs shall contain N(S), the send sequence
number of the sent PDU. Prior to sending an | PDU, the value of N(S) shall be set equal to the
value of the V(S) for that data-link connection.

5.3.5.2.2.3_Receive-state variable V(R). The V(R) shall denote the sequence number of the next
in-sequence | PDU to be received on a specific data-link connection. The V(R) shall take on a
value between 0 and MODULUS minus ONE. The value of the V(R) associated with a specific
data-link connection shall be incremented by one whenever an error-free | PDU is received whose
N(S) equals the value of the V(R) for the data-link connection.

5.3.5.2.2.4_Receive sequence number N(R). All I and S PDUs shall contain N(R), the expected
sequence number of the next received | PDU on the specified data-link connection. Prior to
sending an | or S PDU, the value of N(R) shall be set equal to the current value of the associated
V(R) for that data-link connection. N(R) shall indicate that the station sending the N(R) has
received correctly all | PDUs numbered up through N(R)-1 on the specified data-link connection.

5.3.5.2.3_Poll/final (P/F) bit. The P/F bit shall serve a function in Type 2 operation in both
command and response PDUs. In command PDUs the P/F bit shall be referred to as the P-bit. In
response PDUs it shall be referred to as the F-bit. P/F bit exchange provides a distinct C/R linkage
that is useful during both normal operation and recovery situations.

5.3.5.2.3.1_Poll-bit functions. A command PDU with the P-bit set to 1 shall be used to solicit
(poll) a response PDU with the F-bit set to 1 from the addressed station on a data-link connec-
tion. Only one Type 2 PDU with a P-bit set to 1 shall be outstanding in a given direction at a
given time on the data-link connection between any specified pair of stations. Before a station
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issues another PDU on the same data-link connection with the P-bit set to 1, the station shall
have received a response PDU with the F-bit set to 1 from the addressed station. If no valid
response PDU is received within a system-defined P-bit timer time-out period, the resending of a
command PDU with the

P-bit set to 1 shall be permitted for error recovery purposes.

5.3.5.2.3.2_Final-bit functions. The F-bit set to 1 shall be usedkeswledge-thereceipt
efrespond taa command PDU with the P-bit setto 1. Following the receipt of a command PDU

with the P-bit set to 1, the station shall send a response PDU with the F-bit set to 1 on the
appropriate data-link connection at the first possible opportunity. First possible opportunity is
defined as transmitting the frame ahead of other frames at the next network access opportunity.
The response PDU shall be assigned an URGENMFity-precedenceT he station shall be |
permitted to send appropriate response PDUs with the F-bit set to 0 at any net access opportunity
without the need for a command PDU.

5.3.5.3 _Type 4 operational parameters. The two parameters associated with the control field
formats in Type 4 operation are precedence described in 5.3.4.2.3.7 and Identification number.

5.3.5.3.1_Identification number. The Identification number field is used in conjunction with the
originator's station address to identify the PDU. The station's identification number is assigned
just prior to the initial transmission of the PDU. This number is not changed on link layer

retransmission of the PDU. Each station shall keep a number for originating PDUs. Duplicate

frame identification numbers from the same originator slwajrevented-from-beingforwarded
threugh-the-netwerkot be used for more than one outstanding (unacknowledged) DIA PDU.

5.3.6 _Commands and responses. This section defines the commands and associated responses.
Definitions of the set of commands and responses for each of the control field formats for Type 1,
Type 2 and Type 4 operations, respectively, are contained in 5.3.6.1, 5.3.6.2 and 5.3.6.3. The C/R
bit, the LSB of the source address field, is used to distinguish between commands and responses.
The following discussion of commands and responses assumes that the C/R bit has been properly
decoded. A single multi-addressed frame shall not contain different PDU types nor contain the
same individual address more than once. The control field for all addresses in a single multi-
addressed frame shall be the same except for the P/F bit and sequence number. Some of the
commands described in the following paragraphs require a response at the earliest opportunity.
Response PDUs requiring "earliest opportunity” transmission shall be queued ahead of all other
PDUs, except those queued for "first possible opportunity” for transmission during the next
network access opportunity. The response PDU shall assumedtigprecedencéevel of the |

highest PDU queued or the mid (PRIORITY) level, whichever is greater. The Type 4 DRR
response PDU shall assume the precedence of the DIA frame it is acknowledging.

5.3.6.1 _Type 1 operation commands and responses. Type 1 commands and responses are all U
PDUs. The U PDU encodings for Type 1 operations are listed in Figure 15.
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FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYHR
!
1 2 3 4 5 6 7 8 Bit Position
1 1 0 0 RBF 0 0 0 UlCommand |
1 1 0 0 0 1 0 0 URR Command
1 1 0 0 1 1 0 0 URR Response
1 1 0 1 0 0 0 0 URNR Command
1 12 4 1 PF 1 0 1 XIbCommand/Response |
1 1 0 1 1 0 0 0 URNR Response
1 1 0 0O PIF 1 1 1 Test Command/Response

——FigwrEIGURE 15. Type 1 operation control-field bit assignments |

5.3.6.1.1_Unnumbered information command. The unnumbered information PDU (Ul PDU) shall
be used to send information to one or more stations. The P-bit of the control field of the Ul PDU

is used by the transmitter to request that individually addressed receiver(s) acknowledge receipt of
the transmitted Ul PDU or to specify that an acknowledgment is not required. The Ul PDU shall
be addressed to individuabecial.group, or global addresses. The source address shall be the
individual address of the transmitting station.

5.3.6.1.2_Unnumbered receive-ready command. The unnumbered receive-ready (URR) command
PDU shall be transmitted to one or more stations to indicate that the sending station is ready to
receive |, DIA and Ul PDUs. The URR PDU shall be addressed to individual, group, or global
addresses. The source address shall be the individual address of the transmitting station.

5.3.6.1.3_Unnumbered receive-not-ready command. The unnumbered receive-not-ready (URNR)

command PDU shall be transmitted to one or more stations to indicate that the sending station is
busy and cannot receive I, DIA or Ul PDUs. The URNR PDU shall be addressed to individual,
group, or global addresses. The source address shall be the individual address of the transmitting
station.

U
arture
ign

hn
rarliest

bSses.
dress.




MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

5:3.6:2.5Test command. The test command (TEST) shall be used to cause the destinatioL station
to respond with the TEST response at the earliest opportunity, thus performing a basic test of the
transmission path. An information field is optional with the TEST command PDU. It may contain
any bit pattern, but is limited to a maximum length of 128 octets. If present, however, the received
information field shall be returned, if possible, by the addressed station in the TEST response
PDU. The TEST command, with the P-bit set to 1, shall cause the individually addressed destin
ation station(s) to respond with a TEST response PDU (with no information field), with the F-bit

set to 1, after the appropriate RHD period (§8e2)-C4.2). The TEST command, with the P-bit

set to O shall cause each destination station (including members of group and global addresses) to
respond with a TEST response (with information field) with the F-bit set to O at the
earliespossibleopportunity. Group and global addressdo not reply to a TEST command wiﬂh

the P-bit setto 1. The TEST command PDU shall be addressed to an individual and/or group or
global destination addresses. The source address shall be an individual address.

5.3.6.1.6_Unnumbered receive-ready response. The URR response shall beagged to |

toacknowledgea Ul command that requested an acknowledgment (P-bit set to 1). The URR
response shall be the first PDU sent by the receiving station upon receiving a Ul command after
the appropriate RHD period (s€8-2}C4.2). The source and destination shall be individual |
addresses.
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5.3.6-1.8Test response. The TEST response, with F-bit set to 1, without an information field
shall be used by individual addressees to reply to the TEST command with the P-bit set to 1. The
TEST response shall be the first PDU sent by the receiving station upon receiving a TEST
command PDU, after the appropriate RHD period @&€}C4.2).Group and global addresseds

do not reply to TEST command with P-bit set to 1. The TEST response, with F-bit set to 0, shall
be used by all addressees (individual, group and global) to reply to the TEST command with the
P-bit set to 0 at the earliest opportunity. If an information field was present in the TEST command
PDU that had the P-bit set to 0, the TEST response PDU shall contain the same information field
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contents. If the station cannot accept the information field of the TEST command, a TEST
response without an information field may be returned. The source and destination addresses shall
be an individuadrret-controhddress. |

5.3.6.1.9_Unnumbered receive-not-ready response. The URNR response PDU shall be used to
reply to a Ul command with the |

P-bit set to 1, if the Ul command cannot be processed due to a busy contditiodRNR

response PDU does not contain any acknowledgment informdtiased, the URNR response

shall be the first PDU transmitted by the receiving station, upon receiving a Ul command, after the
appropriate RHD period (s€&3-2)C4.2). The URNR response shall have the F-bit set to 1 a|nd
shall be addressed to the source of the Ul command.

5.3.6.2_Type 2 operation commands and responses. Type 2 commands and responses consist of |,
S, and U PDUs.

5.3.6.2.1 Information-transfer-format command and response. The function of the information (1)
command and response shall be to transfer sequentially numbered PDUs that contain an
information field across a data-link connection. Send and receive sequence numbers associated
with group and global addresses shall be set to zero by the transmitter and ignored by the receiver
and are not acknowledged. The encoding of the | PDU control field for Type 2 operation shall be
as listed in Figure 16.

The | PDU control field shall contain two sequence number subfields: N(S), which shall indicate
the sequence number associated with the | PDU; and N(R), which shall indicate the sequence
number (as of the time the PDU is sent) of the next expected | PDU to be received, and,
consequently, shall indicate that the | PDUs numbered up through N(R)-1 have been received
correctly.

FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
1

1 2345678 9 101112131415 16
0 N(S) P/F N(R)
INFORMATION SEND SEQUENCE | COMMAND (POLL) | RECEIVE SEQUENCIE
TRANSFER FORMA]  NUMBER (0-127) | RESPONSE (FINAL)| NUMBER (0-127)

FIGURE 16. Information-transfer-format control field bits.

5.3.6.2.2_Supervisory-format commands and responses. Supervisory (S) PDUs shall be used to
perform numbered supervisory functions such as acknowledgments, temporary suspension of
information transfer, or error recovery. S PDUs shall not contain an information field and,
therefore, shall not increment the send-state variable at the sender or the receive-state variable at
the receiver. Encoding of the S PDU control field for Type 2 operation shall be as shown in
Figure 17. An S PDU shall contain an N(R), which shall indicate, at the time of sending, the
sequence number of the next expected | PDU to be received. This shall acknowledge that all |

5-39
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PDUs numbered up through N(R)-1 have been received correctly, except in the case of the
selective reject (SREJ) PDU. The use of N(R) in the SREJ PDU is explained in 5.3.6.2.2.4.

FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
!
12 3 4 5 6 7 8 9 10 11 12 13 14 15 1§
10 S S X X X X P/F NR)
\ 7 \ 7
! ! ! ! !
SUPER- RESERVED COMMAND (POLL) RECEIVE SEQUENCE
VISORY SETTO O RESPONSE (FINAL) NUMBER (0-127)
FORMAT
COMMANDS SS RESPONSES
RECEIVE READY (RR) 00 RECEIVE READY (RR)
REJECT (REJ) 01 REJECT (REJ)
RECEIVE NOT READY (RNR) | 10 RECEIVE NOT READY (RNR)
SELECTIVE REJECT (SREJ) 11 SELECTIVE REJECT (SREJ)

FIGURE 17. Supervisory-format control field bits.

5.3.6.2.2.1_Receive-ready (RR) command and response. The RR PDU shall be used by a station
to indicate it is ready to receive |
| PDUs. | PDUs numbered up through N(R)-1 shall be considered as acknowledged.

5.3.6.2.2.2_Reject (REJ) command and response. The REJ PDU shall be used by a station to
request the resending of | PDUs, starting with the PDU numbered N(R). | PDUs numbered up
through N(R)-1 shall be considered as acknowledged. It shall be possible to send additional |
PDUs awaiting initial sending after the resent | PDUs. With respect to each direction of sending
on a data-link connection, only one "sent REJ" condition shall be established at any given time.
The "sent REJ" condition shall be cleared upon receipt of an | PDU with an N(S) equal to the
N(R) of the REJ PDU. The "sent REJ" condition may be reset in accordance with procedures
described in 5.3.7.2.5.4. Receipt of a REJ PDU shall indicate the clearance of a busy condition
except as noted in 5.3.7.2.5.8.

5.3.6.2.2.3_Receive-not-ready (RNR) command and response. The RNR PDU shall be used by a
station to indicate a busy condition (a temporary inability to accept subsequent | PDUs). | PDUs
numbered up through N(R)-1 shall be considered as acknowledged. | PDUs numbered N(R) and
any subsequent | PDUs received shall not be considered as acknowledged; the acceptance status of
these PDUs shall be indicated in subsequent exchanges.

5.3.6.2.2.4_Selective-reject (SREJ) command and response. The selective reject PDU is used by a
station to request retransmission of the single | PDU numbered N(R). If the P-bit in the SREJ
PDU is set to 1, then | PDUs numbered up to N(R)-1 shall be considered acknowledged. If the P-
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bit is set to 0, then the N(R) of the SREJ PDU does not indicate acknowledgment of any | PDUS.
Each SREJ exception condition shall be cleared (reset) upon receipt of an | PDU with an N(S)
equal to the N(R) of the SREJ PDU. A data station may transmit one or more SREJ PDUs, each
containing a different N(R) with the P-bit set to O, before one or more earlier SREJ exception
conditions have been cleared. |1 PDUs that have been transmitted following the | PDU designated
by the SREJ PDU shall not be retransmitted as the result of receiving the SREJ PDU. Additional |
PDUs awaiting initial transmission may be transmitted following the retransmission of the specific
| PDU requested by the SREJ PDU. The SREJ is used to recover from receipt of frames with
various types of errors, including sequence number errors due to lost frames and FCS errors.

5.3.6.2.3_Unnumbered-format commands and responses. Unnumbered (U) commands and
responses shall be used in Type 2 operations to extend the number of data-link connection control
functions. The U PDUs shall not increment the state variables on the data-link connection at either
the sending or the receiving station. Encoding of the U PDU control field shalshe:asin |

Figure 18.

5.3.6.2.3.1_Set Asynchronous balanced mode extended (SABME) |
command. The SABME command PDU shall be used to establish a data-link connection to the
destination station in the asynchronous balanced mode (ABM). No information shall be permitted
with the SABME command PDU. The destination station shall confirm receipt of the SABME
command PDU by sending a UA response PDU on that data-link connection at the earliest
opportunity. Upon acceptance of the SABME command PDU, the destination station send- and
receive-state variables shall be set to 0. If the UA response PDU is received correctly, then the
initiating station shall also assume the asynchronous balanced mode with its corresponding send-
andeceive-receivestate variables set to 0. Previously sent | PDUs that are unacknowledgTd
when this command is executed shall remain unacknowledgstation mayAhether-ornot a
stationresendesendhe contents of the information field of unacknowledged outstanding | F‘DDUS

shob oo ol b o e Lo

FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
i)
1 2 3 4 5 6 7 8
1 1 1 1 P 1 0 0 SABME Command
1 1 0 0 P 0 1 0 DISC Command
1 1 1 1 P 0 0 1 RSET Command
1 1 0 0 F 1 1 0 UA Response
1 1 1 1 F 0 0 0 DM Response
1 1 1 0 F 0 0 1 FRMR Response

FIGURE 18. Unnumbered-format control field bits.
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5.3.6.2.3.2_Disconnect (DISC) command. The DISC command PDU shall be used to terminate an
asynchronous balanced mode previously set by a SABME command PDU. It shall be used to
inform the destination station that the source station is suspending operation of the data-link
connection and the destination station should assume the logically disconnected mode. No
information field shall be permitted with the DISC command PDU. Prior to executing the
command, the destination station shall confirm the acceptance of the DISC command PDU by
sending a UA response PDU on that data-link connection. Previously sent | PDUs that are

5.3.6.2.3.3_Reset (RSET) command. The RSET command PDU shall be used by a station in an
operational mode to reset the V(R) in the addressed station. No information field is permitted with
the RSET command PDU. The addressed station shall confirm acceptance of the RSET command
by transmitting a UA response PDU at the earliest opportunity. Upon acceptance of this
command, the V(R) of the addressed station shall be set to 0. If the UA response PDU is received
correctly, the initializing station shall reset its V(S) to O.

5.3.6.2.3.4_Unnumbered acknowledgment (UA) response. The UA response PDU shall be used
by a station on a data-link connection to acknowledge receipt and acceptance of the SABME,
DISC, and RSET command PDUs. These received command PDUs shall not be executed until the
UA response PDU is sent. No information field shall be permitted with the UA response PDU.

5.3.6.2.3.5_Disconnect mode (DM) response. The DM response PDU shall be used to report
status indicating that the station is logically disconnected from the data-link connection and is in
asynchronous disconnected mode (ADM). No information field shall be permitted with the DM
response PDU.

5.3.6.2.3.6_Frame reject (FRMR) response. The FRMR response PDU shall be used by the
station in the ABM to report that one of the following conditions, which is not correctable by
resending the identical PDU, resulted from the receipt of a PDU from the remote station:

a. The receipt of a command PDU or a response PDU that is invalid or not
implemented. Below are three examples of invalid PDUs:

(1) the receipt of an S or U PDU with an information field that is not
permitted,

(2) the receipt of an unsolicited F-bit set to 1, and

(3) the receipt of an unexpected UA response PDU.

b. The receipt of an | PDU with an information field that exceeded the established
maximum information field length that can be accommodated by the receiving
station for that data-link connection.

C. The receipt of an invalid N(R) from the remote station. An invalid N(R) shall be
defined as one that signifies an | PDU that has previously been sent and
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acknowledged, or one that signifies an | PDU that has not been sent and is not the
next sequential | PDU waiting to be sent.

d. The receipt of an invalid N(S) from the remote station. An invalid N(S) shall be
defined as an N(S) that is greater than or equal to the last sent N(R)+ k, where k is
the maximum number of outstanding | PDUs. The parameter k is the window
size indicated in th&tB-PBU-XNP message (see Appendix E). |

The responding station shall send the FRMR response PDU at the earliest opportunity. An
information field shall be returned with the FRMR response PDU to provide the reason for the
PDU rejection. The information field shall contain the fields shown in Figure 19. The station
receiving the FRMR response PDU shall be responsible for initiating the appropriate mode setting
or resetting corrective action by initializing one or both directions of transmission on the data-link
connection, using the SABME, RSETaedl DISC command PDUSs, as applicable. |

5.3.6.3 _Type 4 operation commands and responses. The Type 4 commands and responses consist
of Uand S PDUs.

5.3.6.3.1_Unnumbered information transfer format commands. The function of the Type 4

unnumbered information with decoupled acknowiedgnt (DIA) commands shall be to transfer
PDUs that contain an identification number and an information field across a connectionless link.
The encoding of the PDU control field for Type 4 operation shall be as listed in Figure 20.
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FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER

!
Leememnneee 16 17 | 18-24 | 25| 26--32 33--36 37--40
REJECTEDPDU | 0 V(S) | CR| V(R) WXYZ V000
CONTROL FIELD

Notes

a)

b)

9)

h)

—FigwrEIGURE 19. FRMR information field format |

to Figure 19:

Rejected PDU control field shall be the control field of the received PDU that caused the
FRMR exception condition on the data-link connection. When the rejected PDU is a U
PDU, the control field of the rejected PDU shall be positioned in bit positions 1-8, with 9-
16 set to O.

V(S) shall be the current send-state variable value for this data-link connection at the
rejecting station (bit 18 = low-order bit).

C/R set to 1 shall indicate that the PDU causing the FRMR was a response PDU, and C/R
set to 0 shall indicate that the PDU causing the FRMR was a command PDU.

V(R) shall be the current receive-state variable value for this data-link connection at the
rejecting station (bit 26 = low-order bit).

W set to 1 shall indicate that the control field received and returned in bits 1 through 16
was invalid or not implemented. Examples of invalid PDU are defined as:

1) the receipt of an S or U PDU with an information field that is not permitted,
2 the receipt of an unsolicited F-bit set to 1, and
) the receipt of an unexpected UA response PDU.

X set to 1 shall indicate that the control field received and returned in bits 1 through 16 was
considered invalid because the PDU contained an information field that is not permitted
with this command or response. Bit W shall be set to 1 in conjunction with this bit.

Y set to 1 shall indicate that the information field received exceeded the established
maximum information field length which can be accommodated by the rejecting station on
that data-link connection.

Z set to 1 shall indicate that the control field received and returned in bits 1 through 16
contained an invalid N(R).

V set to 1 shall indicate that the control field received and returned in bits 1 through 16
contained an invalid N(S). Bit W shall be set to 1 in conjunction with this bit.
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FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
!
PDU Identifier L-bits PDU Identification No.
123456 78 910111213141516
110101 LL <---ID Number--->

FigeiEl GURE 20. Type 4 DIA PDUSentrebontrolfield bit assignments.

5.3.6.3.1.1 DIA PDU acknowledgment. Transmitted DIA PDUs are acknowledged by a Type 4
DRR response S PDU with the same precedence from the receiving stations, except for the
following cases:

a. The receiving station is a global or group multicast addressee only.
b. The receiving station's link address is not in the destination address field.
C. The response mode parameter is set to no.

5.3.6.3.2_Supervisory format commands and response. The S PDUs shall be used to convey link
acknowledgment of a DIA PDU and whether or not a station is ready to receive Type 4 PD|Us.

The S PDU has a single destination address. For the command DRR and DRNR S PDUs the
destination address is the global address and does not acknowledge DIA PDUs. These S PDUs are
used to indicate Type 4 receive status. The response DRR S PDU contains a single destination
address, that of the originator of the DIA PDU being acknowledged. The command S PDU level

of precedence shall be set to the highest precedence while response S PDUs shall use the
precedence of the DIA PDU which they are acknowledging. The encoding of the S PDU control
field for Type 4 operation shall be as listed in Figure 21.

5.3.7 Description of procedures by type. The procedures for each operation type are described
in 5.3.7.1, 5.3.7.2 and 5.3.7.3 (and their subparagraphs). The three types of procedures can
coexist on the same network.

5.3.7.1 Description of Type 1 procedures. The procedures associated with Type 1 operation are
described in 5.3.7.1 through 5.3.7.1.5.11.

5.3.7.1.1 _Modes of operation. In Type 1 operation, no modes of operation are defined. A
station using Type 1 procedures shall support the entire procedure set whenever it is operational
on the network.
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FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
i)

PDU ldentifier L-bits PDU Identification No.
123456 78 91011121314 1516
100010 00 00000O0O0O

DRR Command
100010 LL <---|D Number--->
DRR Response
101010 00 00000O0O0O
DRNR Command
101010 LL <---|D Number--->
DRNR Response

FIGURE 21. Type 4 S PDU control field bit assignments.

5.3.7.1.2_Procedure for addressing. The address fields shall be used to indicate the source and
destinations of the transmitted PDU. The first bit in the source address field shall be used to
identify whether a command or a response is contained in the PDU. Individual, group, special,
and global addressing shall be supported for destination addresses in command PDUs. The
source address field shall contain an individual or special address.

5.3.7.1.3_Procedure for using the P/F bit. The station receiving>é/BJ or TEST command |
PDU with the P-bit set to 1 shall send an appropriate response PDU with the F-bit set to 1.

5.3.7.1.4_Procedures for logical data-link set-up and disconnection. Type 1 operation does not
require any prior data-link connection establishment (set-up), and hence no data-link discon-
nection. Once the service access point has been enabled within the station, information may be
sent to, or received from, a remote station also participating in Type 1 operation.

5.3.7.1.5 Procedures for information transfer.

5.3.7.1.5.1_Sending Ul command PDUs. Information transfer from an initiating station to a
responding station shall be accomplished by sending the Ul command PDU. When a sending
station sends a Ul command PDU with the P-bit set to 1, it shall start an acknowledgment timer
for that transmission and initialize the internal transmission count variable to zero. If all
expected URR or URNR response PDUs are not received before the timer runs out, the sending
station shall resend the Ul command PDU, increment the internal transmission count variable,
and restart the acknowledgment timer. Prior to resending the Ul command PDU, the group and
global addresses shall be removed as well as indiveduhbpeciahiddresses from whicm |
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acknowledgmerat respons€URR or URNR) was receivedhe special address 3 dhabt be
removed prior to retransmission unless it is the only address remaining. No retransmission shall
be attempted unless an individual or special address other than 3 réhaaWRR response
PDU is still not eceived, this resending procedure shall be repeated until the value of the internal
transmission count variable is equal to the value of the logical link parameter N4, as described in
5.3.8.1.1c, at which timen-acknewledgmentfalure stafuBL-Status-Indicatioshall be
reported to thelpper layer indicating asata-nk-useacknowledgment failureAn internal
transmission count shall be maintained for each Ul information exchange (where P-bit = 1)
between a pair of sending and receiving stations. Both the acknowledgment timer and the
internal transmission count, for that exchange, shall not affect the information exchange with
other receiving stations. If a URNR response PDU is received in response to a Ul command
with the P-bit set to 1, the receiving station shall designhate the sending station as busy. The re-
transmission of the Ul command shall follow the rules for the busy condition. Transmission of
Ul commands to that station shall be discontinued until the busy state is cleared. Ul PDUs that
have the P-bit set to 0 are not acknowledged nor retransmitted.

5.3.7.1.5.2_Receiving Ul command PDUs. Reception of the Ul command PDU with P-bit set to
0 shall not be acknowledged. A station shall acknowledge the receipt of a valid Ul command
PDU, which has the P-bit set to 1 and contains the station individual address, by sending a URR
response PDU to the originator of the command Ul PDU. If the receiving station is unable to
accept Ul PDUs due to a busy condition, it shall respond with a URNR response PDU.

5.3.7.1.5.3_Sending URR response PDUs. A URR response PDU, with the F-bit set to 1, shall
be sent only upon receipt of a Ul command PDU, with the P-bit setto 1. The URR response
PDU shall be sent to the originator of the associated Ul command PDU.

5.3.7.1.5.4_Sending URNR response PDUs. A URNR response PDU, with the F-bit set to 1,
may be sent by the remote station to advise the originator of the associated Ul command PDU
that it is experiencing a busy condition and is unable to accept Ul PDUs.

5.3.7.1.5.5_Receiving Ul acknowledgment. After sending a Ul command PDU with the P-bit set
to 1, the sending station shall expect to receive an acknowledgment in the form of a URR
response PDU from the station to which the command PDU wad\seatknowledgment shall
be expected from group or global addresses or from the special addigss 3eceiving such a
response PDU, the station shall stop the acknowledgment timer associated with the transmission
for which the acknowledgment was received and reset the associated internal transmission count
to zero. If the response was a URNR response PDU, the sending station will stop sending Ul, I,
and DIA PDUs to that remote station until a URR command PDU is received or the busy-state
timer expires, indicating termination of the busy conditlbrligh Reliability was requested for
the command PDU, a DL-Status.Indication should be sent to the upper layer indicating
acknowledgment success. |

5.3.7.1.5.6_Sending URNR command PDUs. A URNR command PDU, with the P-bit set to 0,
may be sent at any time to indicate a busy condition.
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5.3.7.1.5.7_Receiving URNR command PDUs. Receipt of the URNR indicates that the sending
station is busy andvith one exception described belaw, additional I, Ul or DIA PDUs should|

be sent until the sending station regains its ability to receive messages. The URNR command
PDU does not contain any acknowledgment information.

Exception: A Station may include a busy destination in a PDU that is addressed to multipl¢
destination addresses if at least one of the multiple destinations is not busy.

5.3.7.1.5.8_Sending URR command PDUs. A URR command PDU, with the P-bit set to 0, may
be sent by a station at any time to indicate the regaining of its ability to receive messages.

5.3.7.1.5.9_Receiving URR command PDUs. The receipt of the URR command PDU cancels
the prior receipt of a URNR and indicates that the sending station is now operational.

5.3.7.1.5.10_Usi

to conduct loop-back tests of the station-to-station transmission path. The TEST function may
be initiated within the data-link layer by any authorized station within the data-link layer.
Successful completion of a test started by sending a TEST command PDU with the P-bit set
consists of receiving a TEST response PDU with the F-bit set and containing no data from each
individuabrspeciabddressee. Successful completion of a test started by sending a TEST|
command PDU without the P-bit set consists of receiving a TEST response PDU without the F-
bit set and containing the identical data from each indivigisadial, group or global addressee. |

The length of the information field is variable from O to 128 octets. Any TEST command PDU
received in error shall be discarded and no response PDU sent. In the event of a test failure, it
shall be the responsibility of the TEST function initiator to determine any future actions.

5.3.7.2 _Description of Type 2 procedures. The procedures associated with Type 2 operation are
described in 5.3.7.2.1 through 5.3.7.2.8.

5.3.7.2.1_Modes. Two modes of operation are defined for Type 2 operation: an operational
mode and a non-operational mode.

5.3.7.2.1.1 Operational mode. The operational mode shall be the ABM. ABM is a balanced
operational mode in which a data-link connection has been established between two stations.
Either station shall be able to send commands at any time and initiate response transmissions
without receiving explicit permission from the other station. Such an asynchronous transmission
shall contain one or more PDUs that shall be used for information transfer and to indicate status
changes in the station (for example, the number of the next expected | PDU; transition from a
ready to a busy condition, or vice versa; occurrence of an exception condition). A station in
ABM receiving a DISC command PDU shall respond with the UA response PDU if it is capable
of executing the command. ABM consists of a data-link connection phase, an information
transfer phase, a data-link resetting phase, and a data-link disconnection phase.
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5.3.7.2.1.2_Non-operational mode. The non-operational mode shall be the ADM. ADM differs
from ABM in that the data-link connection is logically disconnected from the physical medium
such that no information (user data) shall be sent or accepted. ADM is defined to prevent a data-
link connection from appearing on the physical medium in a fully operational mode during
unusual situations or exception conditions. Such operation could cause a sequence number
mismatch between stations or a station's uncertainty of the status of the other station. A data-link
connection shall be system-predefined as to the conditions that cause it to assume ADM. Below
are three examples of possible conditions, in addition to receiving a DISC command PDU, that
shalinay cause a data-link connection to enter ADM: |

a. the power is turned on,
b. the data-link layer logic is manually reset, or
C. the data-link connection is manually switched from a local (home) condition to

the connected-on-the-data-link (on-line) condition.

A station on a data-link connection in ADM shall be required to monitor transmissions received
from its physical layer to accept and respond to one of the mode-setting command PDUs
(SABME, DISC), or to send a DM response PDU at a medium access opportunity, when
required. In addition, since the station has the ability to send command PDUs at any time, the
station may send an appropriate mode-setting command PDU. A station in ADM receiving a
DISC command PDU or any | or S PDU shall respond with the DM response PDU. A station in
ADM shall not establish a FRMR exception condition. ADM consists of a data-link
disconnected phase.

5.3.7.2.2 _Procedure for addressing. The address fields for a PDU shall be used to indicate the
individual source and up to 16 destinations. The first bit in the source address field shall be used
to identify whether a command or response is contained in the PDU. A single data-link
connection can be established between any two stations on the network.

5.3.7.2.3_Procedures for using the P/F bit. An individually addressed station receiving a
command PDU (SABME, DISC, RR, RNR, REJ, or I) with the P-bit set to 1 shall send a
response PDU with the F-bit set to 1. The response PDU returned by a station to a RSET,
SABME or DISC command PDU with the P-bit set to 1 shall be a UA or DM response PDU

with the F-bit set to 1. The response PDU returned by a station to an I, RR, or REJ command
PDU with the P-bit set to 1 shall be an I, RR, REJ, RNR, DM, or FRMR response PDU with the
F-bit set to 1. The response PDU returned by a station to an RNR command PDU with the P-bit
set to 1 shall be an RR, REJ, RNR, DM, or FRMR response PDU with the F-bit set to 1. The
response PDU returned by a station to a SREJ with the P-bit set to one shall be the requested I-
Frame (response) with the F-bit set to one.

NOTE: The P-bit is usable by the station in conjunction with the timer recovery condition. (See
5.3.7.2.5.11)
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5.3.7.2.4 Procedures for data-link set-up and disconnection.

5.3.7.2.4.1 Data-link connection phase. Either station shall be able to take the initiative to
initialize the data-link connection.

5.3.7.2.4.1.1 Initiator action. When the station wishes to initialize the link, it shall send the
SABME command PDU to one or more individual addresses and start the acknowledgment tim-
er(s). Upon receipt of the UA response PDU, the station shall reset both the V(S) and V(R) to 0
for the corresponding data-link connection, shall stop the acknowledgment timer and shall enter
the information transfer phase. When receiving the DM response PDU, the station that
originated the SABME command PDU shall stop the acknowledgment timers for that link, shall
not enter the information transfer phase for that station, and shall report to the higher layer for
appropriate action. Should any acknowledgment timer run out before receiving all UA or DM
response PDUs, the station shall resend the SABME command PDU, after deleting the address
and control fields corresponding to the received UAs or DMs, and restart the acknowledgment
timers. After resending the SABME command PDU N2 times, the station shall stop sending the
SABME command?BU-and-shaRDU, mayreport to the higher layés+theprotocol and may
apprepriat@itiate othererror recovery actiote-itiate The value of N2 is defined in

5.3.8.1.2.d. Other Type 2 PDUs received (commands and responses) while attempting to
connect shall be ignored by the station.

5.3.7.2.4.1.2_Respondent action. When a SABME command PDU is received, and the
connection is desired, the station shall return a UA response PDU to the remote station, set both
the V(S) and V(R) to 0O for the corresponding data-link connection, and enter the information
transfer phase. The return of the UA response PDU shall take precedence over any other
response PDU that may be pending at the station for that data-link connection. It shall be
possible to follow the UA response PDU with additional PDUs, if pending. If the connection is
not desired, the station shall return a DM response PDU to the remote station and remain in the
link disconnected mode. For a description of the actions to be followed upon receipt of a
SABME or DISC command PDU, see 5.3.7.2.4.4.

5.3.7.2.4.2_Information transfer phase. After having sent the UA response PDU to an SABME
command PDU or having received the UA response PDU to a sent SABME command PDU, the
station shall accept and send | and S PDUs according to the procedures described in 5.3.7.2.5.
Any time a station has established a connection and enters the information transfer phasi.[ it
should also send a DL-Status Indication to its local upper layer indicating a Type 2 connection
has been establishetVhen receiving an SABME command PDU while in the information |
transfer phase, the station shall conform to the resetting procedure described in 5.3.7.2.6. When
receiving an RSET command PDU while in the information transfer phase, the station shall
conform to the resetting procedure described in 5.3.7.2.7.

5.3.7.2.4.3_Data-link disconnection phase. During the information transfer phase, either station
shall be able to initiate disconnecting of the data-link connection by sending a DISC command
PDU and starting the acknowledgment timer (see 5.3.8.1.2.a). When receiving a DISC
command PDU, the station shall return a UA response PDU and enter the data-link disconnected
phase. The return of the UA response PDU shall take precedence over any other response PDU
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that may be pending at the station for that data-link connection. Upon receipt of the UA or DM
response PDU from a remote station, the station shall stop its acknowledgment timer for that
link, and enter the link disconnected mode. Should the acknowledgment timer run out before
receiving the UA or DM response PDU for a particular link, the station shall send another DISC
command PDU and restart the acknowledgment timer. After sending the DISC command PDU
N2 times, the sending station shall stop sending the DISC command PDU, shall enter the data-
link disconnected phase, and shall report to the higher layer for the appropriate error recovery
action. The value of N2 is defined in 5.3.8.1.2.d.

5.3.7.2.4.4_Data-link disconnected phase. After having received a DISC command PDU from
the remote station and returned a UA response PDU, or having received the UA response PDU to
a sent DISC command PDU, the station shall enter the data-link disconnected phase. In the
disconnected phase, the station shall react to the receipt of an SABME command PDU, as
described in 5.3.7.2.4.1, and shall send a DM response PDU in answer to a received DISC
command PDU. When receiving any other Type 2 command, | or S PDU, the station in the
disconnected phase shall send a DM response PDU. In the disconnected phase, the station shall
be able to initiate a data-link connectiofny time a station enters the disconnected phase, it’\7
should send a DL-Status Indication to its local upper layer indicating a Type 2 connection has
been disconnected. |

5.3.7.2.4.5_Contention of unnumbered mode-setting command PDUs. A contention situation on

a data-link connection shall be resolved in the following way: If the sent and received mode-
setting command PDUs are the same, each station shall send the UA response PDU at the earliest
opportunity. Each station shall enter the indicated phase either after receiving the UA response
PDU, or after its acknowledgment timer expires. If the sent and received mode-setting command
PDUs are different, each station shall enter the data-link disconnected phase and shall issue a

DM response PDU at the earliest opportunity.

5.3.7.2.5_Procedures for information transfer. The procedures that apply to the transfer of |
PDUs in each direction on a data-link connection during the information transfer phase are de-
scribed in 5.3 7.2.5.1 through 5.3.7.2.5.11. When used, the term number one higher is in
reference to a continuously repeated sequence series, that is, 127 is 1 higher than 126, and O is 1
higher than 127 for the modulo-128 series.

5.3.7.2.5.1_Sending | PDUs. When the station has an | PDU to send (that is, an | PDU not
already sent), it shall send the | PDU with an N(S) equal to its current V(S) and an N(R) equal to
its current V(R) for that data-link connection. At the end of sending the | PDU, the station shall
increment its V(S) by 1. If the acknowledgment timer is not running at the time that an | PDU is
sent, the acknowledgment timer shall be started. If the data-link connection V(S) is equal to the
last value of N(R) received plus k (where k is the maximum number of outstanding | PDUS; see
5.3.8.1.2.e), the station shall not send any new | PDUs on that data-link connection, but shall be
able to resend an I PDU as descrlbed in 5.3.7.2.5.6 or 5 3 7 ;EI’%eQ%R—eemmanel—IssenHo e

eenneettenUpon sendlnq an I PDU that causes the number of outstandlnq I PDUs to be equal to
the k2 value for that connection, the station shall send an RR (or RNR) command to the
destination stationThe destination station shall respond with a RR Response with the N(R
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indicating the last received | PDU. When a local station on a data-link connection is in the busy
condition, the station shall still be able to send | PDUs, provided that the remote station on this
data-link connection is not also busy. When the station is in the FRMR exception condition for a
particular data-link connection, it shall stop transmitting | PDUs on that data-link connection.
When a station is in the timer recovery condition, it shall not send any new | PDUs on that|data-

link connection as per 5.3.7.2.5.11.

5.3.7.2.5.2_Receiving an | PDU. When the station is not in a busy condition and receives an |
PDU whose N(S) is equal to its V(R), the station shall accept the information field of this PDU,
increment by 1 its V(R), and act as follows:

a)

b)

If an | PDU is available to be sent, the station shall be able to act as in 5.3.7.2.5.1
and acknowledge the received | PDU by setting N(R) in the control field of the

next sent | PDU to the value of its V(R). The station shall also be able to
acknowledge the received | PDU by sending an RR PDU with the N(R) equal to
the value of its V(R).

If no | PDU is available to be sent by the station, then the station shall either:

(L @b P e e ol e
earhest-opportunityf the received | PDU is a command PDU with the
P-bit set to 1, then send an S PDU with its F-bit set to 1 and its N (R)

equal to the current value of V (R) at the first possible opportunity (this

transmission is time critical to maintaining the connection), and stop the

Response Delay Timeor

(2) #JeheFeeeweel—PDU—wafsthe recelved | PDU isot a command PDU W|th

P- b|t set to 1, then the statlon shall:

)

if the number of outstanding | PDUs received since the last | PDU

(b)

for which an acknowledgment was sent is equal to or greater than
k3, then send an S PDU with its N(R) equal to the current valug of

V(R) at the earliest opportunity, and stop the Response Delay
Timer; else

if the number of outstanding | PDUs received since the last | PDU

for which an acknowledgment was sent is less K&aand if the

Response Delay Timer is not already running, then start the

Response Delay Timer. When the Response Delay Timer is
running then the station shall:

() if an | PDU is sent back to the originator of the recently
received | PDU before the Response Delay Timer expirg

S,
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then stop the Response Delay Timer. The N(R) in the
outgoing | frame will acknowledge any recently received
correct in sequence | PDU frames as described in
5.3.7.2.5.1 (No S PDU needs to be sent); else

(i) if another PDU of any type that can be concatenated is
transmitted to any destination and adequate space exists to
concatenate additional frames, then concatenate onto this
PDU an S PDU with its N(R) equal to the current value qf
V(R) addressed to the originator of the recently received
PDU, and stop the Response Delay Timer; else

(i) if the Response Delay Timer expires, then at the earliest
opportunity, send an S PDU with its N(R) equal to the
current value of V(R). (Note that S PDUSs to other
destinations may be concatenated with this frame as
described in the preceding paragraph.)

C) If receipt of the | PDU caused the station to go into the busy condition with regard
to any subsequent | PDUSs, the station shall send an RNR PDU with the N(R)
equal to the value of its V(R). If | PDUs are available to send, the station shall be
able to send them (as in 5.3.7.2.5.1) prior to or following the sending of the RNR
PDU.

When the station is in a busy condition, the station shall be able to ignore the information field
contained in any received |
| PDU on that data-link connection. (See 5.3.7.2.5.10.)

5.3.7.2.5.3 Receiving incorrect PDUs. When the station receives an invalid PDU or a PDU with
an incorrect source address, the entire PDU shall be discarded. If an incorrect destination
address is received, disregard that address field and continue processing the PDU.

5.3.7.2.5.4_Receiving out-of-sequence PDUs. When the station receives one or more | PDUs
whose N(S)s are not in the expected sequence, that is, not equal to the current V(R) but is within
the receive window, the station shall respond by sending a REJ or a SREJ PDU as described in
either 5.3.7.2.5.4.1 ¢r.3-7-.2.5.2.
5.3.7.2.5.4.2. Use of the SREJ is the preferred method of indicating missing frames since |it
allows the receiving station to request the retransmission of only those frames that are actpally
missing. Use of REJ to indicate missing frames results in the unnecessary retransmission| of
frames that were received correctly since the procedure requires that frames received out jof
sequence be discarded until the missing frame is received. Use of REJ to indicate missing
frames is intended for use by an implementation in the case that it is providing ordered delivery
of | PDUs to the next layer and adequate storage is not available (on a static or dynamic bgsis)
within the implementation to retain out-of-sequence frames until the missing frames are
received.
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5.3.7.2.5.4.1_Reject response. When an | PDU has been received out-of-sequence and more than
one frame is missing, the station may discard the information field of the | PDU and send a REJ
PDU with the N(R) set to the value of V(R). The station shall then discard the information field

of all | PDUs until the expected | PDU is correctly received. When receiving the expected |

PDU, the station shall acknowledge the PDU, as described in 5.3.7.2.5.2. The station shall use
the N(R) and P-bit indications in the discarded | PDU. On a given data-link connection, only

one "sent REJ" exception condition from a given station to another given station shall be
established at a time. A REJ and SREJ exception condition cannot be active at the same time. A
"sent REJ" condition shall be cleared when the requested | PDU is received. The "sent REJ"
condition shall be able to be reset when a reject timer time-out function runs out. When the
station perceives by reject timer time-out that the requested | PDU will not be received, because
either the requested | PDU or the REJ PDU was in error or lost, the station shall be able to resend
the REJ PDU up to N2 times to reestablish the "sent REJ" condition. The value of N2 is defined
in 5.3.8.1.2.d.

5.3.7.2.5.4.2_Selective reject response. When an | PDU has been receivetiraag:-thaat |
leastone frame is missing, the station may retain the information field of the out-of—sequenTe I
PDUs and send-SREJ-PBSREJ PDUdor the missing | PDE A station may transmit one or
more SREJ PDUs, each containing a different N(R) with the P-bit set to 0. However, a SREJ
PDU shall not be transmitted if an earlier REJ condition has not been cleared. When the station
perceives by the reject timer time-out that the requested | PDU will not be received, because
either the requested | PDU or the SREJ PDU was in error or lost, the station shall be able to
resend all outstanding SREJ PDUs in order to reestablish the "sent SREJ" condition up to N2
times.

5.3.7.2.5.5_Receiving acknowledgment. When correctly receiving an | or S PDU, even in the
busy condition (see 5.3.7.2.5.10), the receiving station shall consider the N(R) contained in this
PDU as an acknowledgment for all the | PDUs it has sent on this data-link connection with an
N(S) up to and including the received N(R) minus one. The station shall reset the
acknowledgment timer when it correctly receives an | or Type 2 S PDU with the N(R) higher
than the last received N(R) (actually acknowledging some | PDUsigh Reliability was

requested for any of the acknowledged PDU(s), a DL-Status.Indication should be sent to the
upper layer indicating acknowledgment success for those APtHe.timer has been reset and |
there are outstanding | PDUs still unacknowledged on this data-link connection, the station shall
restart the acknowledgment timer. If the timer then runs out, the station shall follow the
procedures in 5.3.7.2.5.11 with respect to the unacknowledged | PDUs.

5.3.7.2.5.6_Receiving an SREJ PDU. If the received transmission is an SREJ command or
response PDU, the | PDU corresponding to the N(R) being rejected shall be retransmitted.

5.3.7.2.5.7_Receiving an RSET PDU. Upon receipt of the RSET command PDU, the receiving
station shall reply with a UA response PDU and shall then set its V(R) to O for the initiating
station.

5.3.7.2.5.8_Receiving an REJ PDU. When receiving an REJ PDU, the station shall set its V(S)
to the N(R) received in the REJ PDU control field. The station shall resend the corresponding
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| PDU as soon as it is available. If other unacknowledged | PDUs had already been sent on that
data-link connection following the one indicated in the REJ PDU, then those | PDUs shall be
resent by the station following the resending of the requested | PDU. If retransmission beginning
with a particular PDU occurs while waiting acknowledgment (see 5.3.7.2.5.11) and an REJ PDU
is received, which would also start retransmission with the same | PDU [as identified by the

N(R) in the REJ PDU], the retransmission resulting from the REJ PDU shall be inhibited.

5.3.7.2.5.9_Receiving an RNR PDU. A station receiving an RNR PDU stii#llone exception|
described belowstop sending | PDUs on the indicated data-link connection at the earliest |
possible time and shall start the busy-state timer, if not already running. When the busy-state
timer runs out, the station shall follow the procedure described in 5.3.7.2.5.11. In any case, the
station shall not send any other | PDUs on that data-link connection before receiving an RR or
REJ PDU, or before receiving an | response PDU with the F-bit set to 1, or before the completion
of a resetting procedure on that data-link connection.

Exception: A Station may include a busy destination in a PDU that is addressed to multipl¢
destination addresses if at least one of the multiple destinations is not busy.

5.3.7.2.5.10_Station-busy condition. A station shall enter the busy condition on a data-link
connection when it is temporarily unable to receive or continue to receive | PDUs due to internal
constraints; for example, receive buffering limitations. When the station enters the busy
condition, it shall send an RNR PDU at the first possible opportunity. It shall be possible to send
| PDUs waiting to be sent on that data-link connection prior to or following the sending of the
RNR PDU. The station may send a URNR command PDU to the global address after the RNR
PDU. While in the busy condition, the station shall accept and process supervisory PDUs and
return an RNR response PDU with the F-bit set to 1 if it receives an S or | command PDU with
the P-bit set to 1 on the affected data-link connection. To indicate the clearance of a busy
condition on a data-link connection, the station shall send an | response PDU with the F-bit set to
1 if a P-bit set to 1 is outstanding, an REJ response PDU, or an RR response PDU on the data-
link connection with N(R) set to the current V(R), depending on whether or not the station
discarded information fields of correctly received | PDUs. The station may then send a URR
command PDU to the global address. Additionally, the sending of a SABME command PDU or
a UA response PDU shall indicate the clearance of a busy condition at the sending station on a
data-link connection.

5.3.7.2.5.11_Waiting acknowledgment. The station maintains an internal retransmission count
variable for each data-link connection, which shall be set to 0 when the station receives or sends
a UA response PDU to a SABME command PDU, when the station receives an RNR PDU, or
when the station correctly receives an | or S PDU with the N(R) higher than the last received
N(R) (actually acknowledging some outstanding | PDUSs). If the acknowledgment timer, busy-
state timer, or the P-bit timer runs out, the station on this data-link connection shall enter the
timer recovery condition and add 1 to its retransmission count vari@lilen a station is in the L
timer recovery condition, the station shall not send any new | PDUs to the destination statipn.
The station shall then start the P-bit timer and send an S command PDU with the P-bit set to 1.
The timer recovery condition shall be cleared on the data-link connection when the station
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receives a valid | or S PDU from the remote station with the F-bit set to 1. If, while in the timer
recovery condition, the station correctly receives a valid | or S PDU with:

a. the F-bit set to 1 and the N(R) within the range from the last value of N(R)
received to the current V(S) inclusive, the station shall clear the timer recovery
condition, set its V(S) to the received N(R), stop the P-bit timer, and resend any
unacknowledged PDUs; or

b. the P/F bit set to 0 and the N(R) within the range from the last value of N(R)
received to the current V(S) inclusive, the station shall not clear the timer recov-
ery condition but shall treat the N(R) value received as an acknowledgment for
the indicated previously transmitted | PDUs. (See 5.3.7.2.5.5.)

If the P-bit timer runs out in the timer recovery condition, the station shall add 1 to its
retransmission count variable. If the retransmission count variable is less than N2, the station
shall resend an S PDU with the P-bit set to 1 and restart its P-bit timer. If the retransmission
count variable is equal to N2, the station shall initiate a resetting procedure, by sending a
SABME command PDU, as described in 5.3.7.2.6. N2 is a system parameter defined in
5.3.8.1.2.d.

5.3.7.2.6 _Procedures for mode resetting. The resetting phase is used to initialize both directions
of information transfer according to the procedure described in 5.3.7.2.6.1 through 5.3.7.2.6.3.
The resetting phase shall apply only during ABM. Either station shall be able to initiate a
resetting of both directions by sending a SABME command PDU and starting its
acknowledgment timefny time a station resets its connection with a remote station, it shou£d
also send a DL-Status Indication to its local upper layer indicating a Type 2 connection ha| been
reset.

5.3.7.2.6.1_Receiver action. After receiving a SABME command PDU, the station shall return
one of two types of responses, at the earliest opportunity:

a. a UA response PDU and reset its V(S) and V(R) to 0 to reset the data-link
connection, or

b. a DM response PDU if the data-link connection is to be terminated.

The return of the UA or DM response PDU shall take precedence over any other response PDU
for that data-link connection that may be pending at the station. It shall be possible to follow the
UA PDU with additional PDUs, if pending.

5.3.7.2.6.2_Initiator action. If the UA PDU is received correctly by the initiating station, it shall
reset its V(S) and V(R) to 0 and stop its acknowledgment timer. This shall also clear all

exception conditions that might be present at either of the stations involved in the reset. The
exchange shall also indicate clearance of any busy condition that may have been present at either
station involved in the reset. If a DM response PDU is received, the station shall enter the data-
link disconnected phase, shall stop its acknowledgment timer, and shall report to the higher layer
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for appropriate action. If the acknowledgment timer runs out before a UA or DM response PDU
is received, the SABME command PDU shall be resent and the acknowledgment timer shall be
started. After the timer runs out N2 times, the sending station shall stop sending the SABME
command PDUandshallenter the ADM, mayeport to the higher layde+the |
appropriatprotocol and may initiate otherror recovery actioAs-nitiate,—and-shall-enterthe

ABM-. The value of N2 is defined #3-8-1-2.¢5.3.8.1.2.d.Other Type 2 PDUs, with the

exception of the SABME and DISC command PDUs, received by the station before completion
of the reset procedure shall be discarded.

5.3.7.2.6.3_Resetting with the FRMR PDU. Under certain FRMR exception conditions (listed in
5.3.7.2.8), it shall be possible for the initiating station, by sending an FRMR response PDU, to
ask the remote station to reset the data-link connection. Upon receiving the FRMR response
PDU (even during a FRMR exception condition), the remote station shall either initiate a
resetting procedure, by sending a SABME or RSET command PDU, or initiate a disconnect
procedure, by sending a DISC command PDU. After sending an FRMR response PDU, the
initiating station shall enter the FRMR exception condition. The FRMR exception condition

shall be cleared when the station receives or sends a SABME or DISC command PDU, DM
response PDU or RSET command PDU. Any other Type 2 command PDU received while in the
FRMR exception condition shall cause the station to resend the FRMR response PDU with the
same information field as originally sent. In the FRMR exception condition, additional | PDUs
shall not be sent, and received | and S PDUs shall be discarded by the station. It shall be
possible for the station to start its acknowledgment timer on the sending of the FRMR response
PDU. If the timer runs out before the reception of a SABME or DISC command PDU from the
remote station, it shall be possible for the station to resend the FRMR response PDU and restart
its acknowledgment timer. After the acknowledgment timer has run out N2 times, the station
shaII reset the data-link connection by sending a SABME command PDU. The value of N2 is

acknowledgment timer is running, the timer shall not be reset or restarted.

5.3.7.2.7 _Procedures for sequence number resetting. This resetting procedure, employing the
RSET command, is used to reinitialize the receive-state variable V(R) in the addressed station
and the send-state variable V(S) in the local station. The addressed station shall confirm
acceptance of the RSET command by transmission of a UA response at the earliest opportunity.
Upon acceptance of this command, the addressed station V(R) shall be set to 0. If the UA
response is received correctly, the initializing station shall reset its V(S) to 0. The RSET
command shall reset all PDU rejection conditions in the addressed station, except for an invalid
N(R) sequence number condition which the addressed station has reported by a FRMR. The
RSET command may be sent by the station that detects an invalid N(R) to clear such a frame
rejection condition in place of sending a FRMR frame. To clear an invalid N(R) frame rejection
condition with an RSET command, the RSET command shall be transmitted by the station that
detects the invalid N(R)When%he—RSEleemm&nel—stansm#Rdtatlon may resend the

contents oth .

her
ission

er—net—seleereleel—a{—a—higher—lewﬁormatlon f|eld of unacknowledqed outstandlnq I PDUs

Any time a station resets its connection with a remote station, it should also send a DL-Status
Indication to its local upper layer indicating a Type 2 connection has been reset.
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5.3.7.2.8_FRMR exception conditions. The station shall request a resetting procedure by
sending an FRMR response PDU, as described in 5.33 .2fr receiving, during the |
information transfer phase, a PDU with one of the conditions identified in 5.3.6.2.3.6. The
coding of the information field of the FRMR response PDU that is sent is given in 5.3.6.2.3.6.
The other station shall initiate a resetting procedure by sending a SABME or RSET command
PDU, as described in 5.3.7.2.6, after receiving the FRMR response PDU.

5.3.7.3 _Description of Type 4 procedures. The procedures associated with Type 4 operation are
described in 5.3.7.3.1 through 5.3.7.3.5.3.

5.3.7.3.1_Modes of operation. In Type 4 operation, no modes of operation are defined. A
station using Type 4 procedures shall support the entire set whenever it is operational on the
network.

5.3.7.3.2_Procedures for addressing. The address field shall be used to indicate the source and
destinations of the transmitted PDU. The first bit in the source address shall be used to identify
whether a command or a response is contained in the PDU. Individual, group, and global
addressing shall be supported for the destination addresses in command PDUs. The source
address shall contain an individual address.

5.3.7.3.3_Procedure for using the P/F bit. The P/F bit is not implemented in Type 4 operation.

5.3.7.3.4_Procedures for logical data-link set-up and disconnection. Type 4 operation does not
require any prior data link set-up and disconnectiank-initiatizatienData-link set-up and
disconnectiomprocedures are not required for Type 4 operation. All stations shall advance o the
InfermationTransfer-Statinformation transfer state. |

5.3.7.3.5 Procedures for information transfer.

5.3.7.3.5.1_Sending DIA command frames. The DIA PDU may either be a new PDU from the
local user, or a retransmission of a DIA PDU which was not acknowledged within the period
determined by the T1 parameter. DIA PDUs are retransmitted up to N2 times, where N2 is as
specified by the station parametdfsa DIA PDU is not acknowledged after N2 retransmissions,
a DL-Status-Indication should be sent to the upper layer indicating an acknowledgment failure.

5.3.7.3.5.2_Receive not ready procedure.

5.3.7.3.5.2.1_Sending a DRNR command PDU. A station may generate and transmit a DRNR
command PDU if itiRespense-Mode-is-enab@diet Mode is disablednd it receives a DIA |
PDU which it cannot accept because its receive buffers are full. A statidmaygenerate a |
DRNR command PDU when directed by the management function (e.g., operator). The DRNR
command S PDU does not acknowledge a DIA PDU. The station may send a URNR command
PDU to the global address after the DRNR PDU.
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5.3.7.3.5.2.2_Receiving a DRNR command PDU. Upon receipt of a DRNR PDU a statipn|shall
with one exception described belowhibit transmission of DIA PDUs to the station which
originated the DRNR command by updating the station status table to reflect this busy condition.
The DRNR PDU shall not change tRespens@uiet Mode status of a station. Any PDUs in tHe
Retransmission queue addressed to the busy station shall be modified to delete (null) the busy
station from the destination address list. Normal transmissions of DIA PDUs to that station shall
resume upon receipt of a DRR command from the station.

Exception: A Station may include a busy destination in a PDU that is addresses to multipl
destination addresses if at least one of the multiple destinations is not busy.

5.3.7.3.5.2.3_Sending a DRNR response PDU. A station shall generate and transmit a DRNR
response PDU after it has sent a DRNR command PDU gEsgponse Mode-is-dsladQuiet L
Mode is disabledyvhile it is processing frames in its receive queues in the busy condition.
DRNR response acknowledges the DIA PDU indicated in the PDU identification number field
while reinforcing the station's busy condition.

5.3.7.3.5.2.4_Receiving a DRNR response PDU. Upon receipt of a DRNR response PDU, a
station shall search the destination addresses associated with the identification number in the
DRNR response PDU. The response PDU originator's address shall be deleted from the
destination address field (if it is still there) of the DIA being acknowledged.

5.3.7.3.5.3 Receive ready procedures.

5.3.7.3.5.3.1_Sending a DRR PDU. A station shall generate and transmit a DRR PDU if its
Response-Meode-is-enab@uiet Mode is disablednd one of the following conditions exist.

a. The station is no longer busy and had previously sent a DRNR command PDU.

b. The stations not busy and the statioeceived a DIA PDU from a transmitting
station which requires acknowlesigent.

C. Aslf directed by the user interface. |

5.3.7.3.5.3.1.1_Sending a DRR command PDU. The DRR command PDU is generated and
transmitted by a station to |nd|cate the end of a Type 4 busy/buffer full condiierbRR |

- The DRR command S PDU |
does not acknowledge DIA PDUs The DRR command PDU only changes the busy status to
DRR. This frame does not change Baespons@uiet Mode status. The station may send a |
URR command PDU to the global address after the DRR PDU.

5.3.7.3.5.3.1.2_Sending a DRR response PDU. The DRR response PDU is generated and
transmitted by a station whoBespense-Mede-is-enab@uiet Mode is disabletb acknowledge)|
the acceptance of a DIA PDU, and is addressed to the originator of the DIA PDU. The DIA
PDU which is being acknowledged is indicated by the PDU identification number.
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5.3.7.3.5.3.2_Receiving a DRR response PDU. Upon receipt of a DRR response PDU a station
shall search the destination addresses associated with the identification number in the DRR
response PDU. The DRR response PDU originator's address shall be deleted from the
destination address field of the DIA beiagknowiedgedacknowledged. If High Reliability was
requested for the DIA, a DL-Status.Indication should be sent to the upper layer indicating
acknowledgment success.

5.3.8 Data-link initialization. Th&lb-command-and-respoSNP messagemrmatted-as
shewn-r-Table-ViH-andlescribed in Appendix E, are used to establish and control link
parameters. Thein-networkreguedbin Requesmessage contains the link operating paramg
ters such aeet busy detedteytime-delaytime, subscriber rank, and net access method.
Initialization is caused by an operator or system request. The Join Request is sent to the default
network control (NETCON) destination address, which shall be the station assigned to perform
NETCON station responsibilities. The NETCON station verifies link parameters and provides
values for missing or incorrect parameters to ensure that the new station will not disrupt the net.
The NETCON station will reply with either a Join Reject or Join Accept PDU. If the initializing
station receives a Join Reject PDU, it should not attempt any link activity until the correct
parameters have been obtained.

NOTE: Link initialization may also occur without a#B-PBUXNP messagexchange. |
Prearrangement by timing, voice, written plans, or orders provides the operator with the
necessary frequency, link address, data rate, and other parameters to enter a net and establish a
link. With the prearranged information, an operator may begin link activity on the net and
initialization is assumed when the new station senses the net and transmits its first message.

5.3.8.1 _List of data-link parameters. ThisL.-STDdocumenidefines a number of data-link |
parameters for which the system-by-system range of values are determined at network
establishment. The maximum number of octets in the information field of a Ul, | or DIA PDU is
an adjustable data-link parameter in the range of 708 - 3345. The definitions of additional
parameters for the three types of operation are summarized in 5.3.8.1.1 through 5.3.8.1.3.

5.3.8.1.1_Type 1 logical data-link parameters. The logical data-link parameters for Type 1
operation shall be as follows:

a. Acknowledgment timer. The acknowledgment timer is a data-link parameter that
shall define the timeout period (TP) during which the sending station shall expect
an acknowledgment from a specific destination station. The acknowledgment
timer should not be activated until the corresponding PDU has been transmitted.
TP shall take into account any delay introduced by the physical sublayer. The
value of TP is described in Appendix€3-3}(C4.3).

b. Busy-state timer. The busy-state timer is a data-link parameter that defines the
time interval following receipt of the URNR command PDU during which the
station shall wait for the other station to clear the busy condition. Default value is
120 seconds.
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Maximum number ofetransmissions, N4. N4 is a data-link parameter that
indicates the maximum number of times thatdnFEST-oer>xXtBUl or TEST
command PDU is retransmitted by a station trying to accomplish a successful
information exchange. Normally, N4 is set large enough to overcome the loss of
a PDU due to link error conditions. The maximum number of times that a PDU is
retransmitted following the expiration of the acknowledgnt timer is |
established at protocol initialization. This value is in the range of O through 5 and
defaults to 2. The retransmission of PDUs may be overridden by the
Respens@uiet Mode parameter, which is described in 5.3.11.2. |

Minimum number of octets in a PDU. The minimum-length valid data-link PDU
shall contain 2 flags, 2 addresses, one 8-bit control field, and the FCS. The
minimum number of octets in a valid data-link PDU shall be 9.

5.3.8.1.2_Type 2 data-link parameters. The data-link connection parameters for Type 2
operation shall be as follows:

a.

Acknowledgment timer. The acknowledgment timer is a data-link connection
parameter that shall define the time interval during which the station shall expect
to receive acknowledgment to one or more outstanding | PDUs or an expected
response to a sent U command PDU. The acknowledgment timer should not be
activated until the corresponding PDU has been transmitted. Time values are
established at protocol initialization and are in the range of 10 to 1800 seconds in
one second increments. Default is 120 seconds.

P-bit timer. The P-bit timer is a data-link connection parameter that defines the
time interval during which the station shall expect to receive a frame with the F-
bit set to 1 in response to a sent Type 2 command with the P-bit setto 1. The P-
bit timer should not be activated until the corresponding PDU has been
transmitted. Time values are established at protocol initialization and are in the
range of 10 to 60 seconds in increments of 1 second. Default is 10 seconds.

Reject timer. The reject (REJ) timer is a data-link connection parameter that
defines the time interval during which the station shall expect to receive a reply to
a sent REJ or SREJ PDU. The reject timer value shall be equal to or less than
twice the acknowledgment timer. The reject timer should not be activated until
the corresponding PDU has been transmitted.

Maximum number ofetransmissions, N2. N2 is a data-link connection |
parameter that indicates the maximum number of times that a PDU (including the
S command PDU that is sent as a result of the acknownesty P-bit or reject |
timer expiring) is sent, following the running out of the acknowledgment timer,
the P-bit timer, or the reject timer. The maximum number of times that a PDU is
retransmitted following the expiration of the timers is established at protocol
initialization. This value is in the range of O through 5 and defaults to 2. The
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retransmission of PDUs may be overridden byRbhepens@uiet Mode
parameter, which is described in 5.3.11.2.

Maximum number of outstanding | PDWs, The maximum numbek) of
sequentlally numbered | PDUs that Etmndlngstatlon may have outstandlﬂ@a{

shal#nexmpexeeed—LZJ—A—lemeH;amekmqay—beuestdlshedﬂ_e

unacknowledged) on a single data-link connection simultaneously. The valug
this parameter is in the range 1 through 127. (This value of this parameter nj
established through the use of the TygeV¥indow field of an XNP message as
described in Appendix E, "Type 2 Parameters".)

Maximum number of outstanding | PDUs at which an Acknowledgment is

requestedk?. The maximum numbek?) of outstanding (i.e. unacknowledged)
PDUs that can be sent by a source station on a data-link connection before f
station requests acknowledgment. When this threshold is reached the sendir]
station sends an S PDU that both acknowledges received | frames and caus
PDU to be sent in return to acknowledge outstanding | PDUs. The value of th
parameter is in the range 1 through 127, but would normally be less than or ¢
to the value of parameté&r

Maximum number of outstanding Received | PDUs ThrekBokhe maximum

number k3) of correct in sequence | PDUs received on a data-link connection

since the last | PDU received on the data-link connection was acknowledged,

When this threshold is reached the receiving station generates a S PDU to
acknowledge received frames. The value of this parameter is in the range 1
through 127, but would normally be less than or equal to the value of par&me

Response Delay Timer. The amount of time that a station waits after an | H

£

Response or an | PDU Command with its P-bit set to 0 is received until it is

acknowledged by transmission of a S PDU in the case that no other frames &
available for transmission. The value of this parameter is in the range of 1 td
1800 seconds in one second increments, but will normally be less that the vg
the Acknowledgment Timer parameter. (The value of this parameter may be
established by the Type 2 Acknowledgment Timer and Response Timer field
an XNP Parameter Update message as described in Appendix E, "Type 2
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Minimum number of octets in a PDUA minimal-length valid data-link |

connection PDU shall contain exactly 2 flags, 2 address fields, 1 control field,

the FCS. Thus, the minimum number of octets in a valid data- link connectio
PDU shall be 9 or 10, depending on whether the PDU is a U PDU, or an | or
PDU, respectively.
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5.3.8.1.3_Type 4 data-link parameters. The logical data-link parameters for Type 4 operation
shall be as follows:

a.

Acknowledgment (T1) Timer. The T1 timer is the maximum time a station shall
wait for an acknowledgment of a transmitted DIA PDU before that PDU is |
retransmitted. The value of T1 shall be in the range of 5-120 seconds in
increments of 0.2 seconds. Each DIA PDU transmitted shall be assigned a T1
timer. When the T1 timer expires for DIA PDU, that DIA PDU shall be
retransmitted in the next transmission opportunity for that precedence, assuming
the N2 count has not been reached. DIA PDUs with only one destination will be
discarded if the destination replied with a DRNR or DRR response PDU. If the
DIA PDU is multi-addressed, the receive station is removed (nulled) from the
destination address field. This timer shall be paused whenever the net is busy
with voice. This timer is resumed when voice transmission has completed.

Maximum number ofetransmission attempts, N2. The N2 parameter shall |
indicate the maximum number @dtransmissiomattempts to complete the |
successful transmission of a DIA PDU. The value of N2 shall be the maximum
retransmit value (range = 0-5).

Kk maximum number of outstanding DIA frames. The valuéloindicates the |
maximum number of DIA PDUs that a station may have outstanding (awaiting
acknowledgemerticknowledgment) to all statioa$ any given time. The value
of Kk ranges from 5 - 20 DIA PDUSs.

5.3.9 Frame transfer. After the station has joined the net, it can begin to send frames. The data-
link layer shall request the transmission of a frame by issuing a Unitdata request to the physical

layer.

5.3.9.1 _PDU transmission. The data-link layer initiates transmission by building a transmission

unit and passing it to the physical layer. The elements of a transmission unit include one
transmission header (see 5.3.1), one or more PDUs (see data-link concatenation, below), the
additional bits resulting from the operations of zero-bit-insertion, optional FEC encoding,

optional TDC and optional scrambling. To request transmissigh;taitdataregueBL-
Unitdata-Requesds issued by the data-link layer protocol after a transmission unit has been

constructed. PDUs shall be queued for transmission in such a manner that the highest
prierityprecedenc®DUs are transmitted before lowsterityprecedenc®DUs. If a prioritized
net access scheme is active, pherityprecedencaccess level used shall be the
prierityprecedencef the PDU that is to be transmitted next. Transmission units of the same
prierityprecedencshall be in first-in first-out order. Type 2 | PDUs for a particular connectign

shall be transmitted in the order of their sequence numbers. Any PDUs may be concatenated at
the data-link layer or physical layer except Type 1 PDUs with the P bit set to 1.

5.3.9.2 Data-link concatenation. The sending station may concatenate any PDUs, except Type 1

PDUs that require the TP timer (P bit set to 1), by using one or two flags to separate each PDU.
All receiving stations shall be able to de-concatenate the reception into separateTBUs. |
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combined length of the concatenated PDUs, before 0-bit insertion, may not exceed the
established maximum PDU size for a single PDU (see 5-2-8.1 The PDUs are concatenated
after the O-bit insertion algorithm is applied. FEC, with or without TDC, and scrambling are
optionally applied before the transmission unit is passed to the physical layerid@itdata- |
PL-unitdatarequeRequest.Data-link concatenation to add another interior data frame shall not
be performed if the resulting frame would take longer to transmit than the maximum transmit
time allowed for the network. Data-link concatenation is shown in Figure 22.

Repeat Interior
FLAG Transmission "Interior" [Datg Frames with ["Interior"” FLAG
(1 Octet) Information FLAG(s) Data FLAG(s) | flags (as required) | Data (1 Octet)
& FCS Frame and within fotal Frame
(see 5.3.4.2.1)| (see 5.3.1) (see 5.3.4.2.1) | (see below) length restrictions]

T

"INTERIOR" DATA FRAME
LSB MSB|LSB MSB|LSB MSB|MSB LsSB

Address Control Inf fi FCS
(2-17 octets)| (1-32 octets)| 'Mformation| 4 ctets)

(see 5.3.4.2.2) | (see 5.3.4.2.3) | (see 5.3.4.2.4) | (see 5.3.4.2.5)

——FigwrEIGURE 22. Data-link concatenation |

5.3.9.3 _Physical-layer concatenation. Physical layer concatenation does not apply when Packet
Mode is used. More than one PDU may be passed to the physicalltyaut waiting for an
intervening net access delajth-no-additional-bits-betweenframpetiod. The time to transmit |

the combined length of the transmission frame, shall not exceed the maximum transmit time
allowed for the network. The physical layer shall transmit each transmission unit following the
complete physical layer procedur@sth no additional bits betwedramesinterior
Transmission Units (except for bit synchronization when used in Asynchronous Miuesical
layer concatenation is shown in Figure R8te that the Phasing field described in 5.2.1.2 shall
precede the first Interior Transmission Unit only.
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TRANSMISSION FRAME

[Repeat Bit Sync and

"Interior" Bit "Interior" Interior Transmission Units Bit "Interior"
Phasing Tran?Jm!tssmn Sync Tranfjm!tssmn as needed, within Sync Transmission
ni ni total length restrictions] Unit

NOTE: Bit Synchronization is used only in
Asynchronous Mode.

"INTERIOR" TRANSMISSION UNIT

Transmission Header Data Link Frame

Transmission
Synchronization Flag [Transmission| Fcs | Flag | Flag | Address Control |Information| FCS | Flag

Information
(up to 3345
(variable length) [(8 bits)| (2 octets)  [(32 bits)|(8 bits)|(8 bits)| (2-17 octets)|(1-27 octets)]  octets)  [(32 bits)|(8 bits)
5213 5.3.4.2.1 5.3.1 5.3.4.2.5 5.3.4.2.2 53.4.23 53.4.24

——FigwrEIGURE 23. Physical-layer concatenation |

5.3.9.4 _PDU transmissions. Both data link layer and physical layer concatenation may be used
to build a single transmission frame. All types of operation PDUs, except Type 1 PDUs with the
P-bit set may be concatenated within the same single transmission frame. PDUs are placed in the
appropriatesrierity-leveprecedence-levejueue, with each level queue using a single first-in |
first-out order. If the first PDU in the highgstierityprecedencéevel queue (or only queue) maly

be concatenated, then other PDUs may be concatenated with that PDU even if a PDU that does
not allow concatenation is queued ahead of them. The PDU that did not allow concatenatipn

shall be at the head of its appropriate queue for the next net access period. If the first PDU in the
highestprierityprecedencéevel queue (or only queue) does not allow concatenation, it shall|be

the only PDU transmitted in that net access period.

5.3.10 _Flow control. Flow control provides the capability of reducing the allowed input rate of
information to prevent congestion to the point where normal operation may become impossible.
The control-field sequence numbers are available for this service.

5.3.10.1 _Type 1 flow control. Type 1 transmissions can be acknowledged or unacknowledged.
Acknowledged and unacknowledged operations can perform flow control using URR and URNR
messages. These messages announce the station's ability to accept incoming frames.

5.3.10.2 _Type 2 flow control. The send and receive sequence numbers, N(S) and N(R), are used
in conjunction with the send- and receive-state variables, V(S) and V(R), to control data flow.
Flow control is implemented by the window method. The window defines the maximum number
of undelivered frames a given user may have outstanding. The maximum nkydfer (

sequentially numbered | PDUs that may be outstanding (that is, unacknowledged) at any given
time is a data-link connection parameter, which shall never exceed 127. The incremental
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updating of N(R) acts as the positive acknowledgment of transmitted frames up to, but not
including, that frame number. The window flow-control mechanism requires that the highest
sequence number transmitted by the user be less than the sum of the last received K(R) plus
mod MODULUS (see 5.3.5.2.1Window size ) is a feature that is agreed upon by the users at
initialization. The larger the window, the greater the traffic loading a given user places on a
single channel.

5.3.10.3_Type 4 flow control. Type 4 flow control is performed using DRR and DRNR
messages. These messages indicate a station's ability to accept incoming DIA frames. In
addition, a window method is used to define the maximum number of frames a given station may
have outstanding. The maximum number of DIA PDUs that may be outstanding
(unacknowledged) at any given time is the Typgepé&rameter.

5.3.11 Acknowledgment and response. All Ul, PFAST>{Dor | PDUs that require an
acknowledgment shall be acknowledged except for the following cases:

a. the control field of the received PDU specifies that no acknowledgment is
required,

b. theresponse-mo@uiet Mode(described in 5.3.11.2), has been sebtioON, |
C. the receiving station is a group (including global) addressee only,

d. the receiving station's individual address is not in the address field, or

e. the PDU is invalid.

5.3.11.1_Acknowledgment. Acknowledgments are applicablesfoype 1, Type 2 and Type |
4 operations.

5.3.11.1.1_Type 1 acknowledgment. Each PDU, with the P-bit set to 1, shall be
acknoewledgerbsponded tbefore another PDU is transmitted. This is defined as a coupled |
acknowledgment. ABL-TFESTand>XHWI and TESTcommand PDUs that have tRe2-bit

set to 1 shall be acknowledged. The RHD proceduresae¢C4.2) shall be followed by all
stations on the network to allow each responding station an interval in which they can transmit

their acknrewledgmentesponse. |

5.3.11.1.2_Type 2 acknowledgment. Type 2 PDUs that require acknowledgment shall activate
the acknowledgment timer. Type 2 also uses P and F-bit procedures for acknowledgments, but
these P and F-bit procedures do not involve coupled acknowledgments. The Type 2 operation
does not use the RHD timer, which allows receiving stations to send their acknowledgments
during the current net access period. All acknowledgments are transmitted in another net access
period. An | PDU acknowledgment does not necessarily correspond on a one-to-one basis with
the | PDU and does not necessarily apply tartimaediately peceding | PDU.
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5.3.11.1.3_Type 4 acknowledgment. The DIA PDU shall activate the acknowledgment timer.
The Type 4 operation does not use the RHD timer. All acknowledgments are sent in another
channel access period. All DIA PDUs are independently acknowledged.

5.3.11.2 Respoens@uiet mode. The protocol shall allow an operator to initRéspense
medduiet Modeas an override feature that, when invoked, prevents any transmission
(including retransmission) without explicit permission from the operator. As a security feature,
the operator shall be able to turn off automatic transmissions but still continue to receive.
Normal protocol exchanges shall occur whenrtsgense-meode-is-OQuiet Mode is OFF.
Only the operator can initiate a transmission wherRimgpense-meode-is OFF—The Response
medduiet Mode is ON. The Quiet Modall override the Maximum Number of
FransmissierRetransmissiondata-link parameters. The default value oRbesense-mode is
ON—fthe Response-modeOFFQuiet Mode is OFF. If the Quiet Mode is @Nring Type 2
operations, the flow control mechanism and retransmission timers in the remote system will
eventually cause the connection to be la8tile response-mode-is OFFforthe destination; OL-
Jotm%ela{aJl l, or DIA PDUs received by a statlon W|th Owet Mode ON shall be serviced
v , B edgemenh the normal way
except nothing will be returned nor queued for Iater transmlssmn

5.3.11.3 Immediate retransmission. Certain time critical exchanges require immediate
retransmission if the acknowledgment is not received in the allocated response interval. This is
accomplished by using the special address of 3 in the destination field with the Type 1 operation
with the P-bit set to 1. All receiving stations calculate their TP based upon the total number of
individual and special addresses. The sending station shall not include the special address 3 in
its TP calculation and shall schedule any necessary retransmissions during the longer TP
experienced by other stations.

5.3.12 Invalid frame. A frame is invalid if it has one or more of the following characteristics:

a. not bounded by a beginning and ending flag,
b. too short,

C. too long,

d. has an invalid address or control field, and
e. has an FCS error.

A frame is too short if it contains less than 9 bytes. A frame is too long if it exceeds the

maximum PDU length as descrlbed in 5. 3%9%[&}9—1%%87172—.Heﬂype—2—and ‘

5.3.13 Retransmission. The data-link layer will retransmit a command frame waiting for a
response. The default number of retransmissions is 2, but the data-link layer protocol may be
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initialized to automatically retransmit O to 5 times. If theponse-meode-is-OHPuiet Mode is

ON, no automatic retransmissions shall be made.

5.3.14 _Error detection and correction. FEC coding alone, or FEC coding in unison with TDC,
may be used to provide error detection and correction (EDC) capabilities to compensate for
errors induced during transmission. If selected, the FEC process shall be used to encode the
data-link frame of 5.3.4. If selected, the TDC process shall be applied to the FEC-encoded data-
link frame and to the fill bits. Three modes of EDC shall be supported: FEC OFF, FEC ON with
TDC, and FEC ON without TDC (NOTE: FEC ON without TDC may be used when the
transmission channel provides the TDC capability). The EDC modes are selectable.

5.3.14.1 Forward-error-correction coding. When FEC is selected, the Golay (24,12) cyclic
block code, described in detail in Appendix F, shall be used for FEC. The generator polynomial
to obtain the 11 check bits shall be

g) =Xt +xP+ X+ + ¢+ + 1

where g(x) is a factor ofX+1.

5.3.14.2 Forward-error-correction preprocessing. When FEC is selected, data bits shall be
divided into a sequence of 12-bit segments for Golay encoding. The total number of segments
shall be an integral number. If the data bits do not divide into an integral number of segments,
fill bits, consisting of 1 to 11 0's, shall be added at the end to form an integral number of
segments. Couples : aeknowledgment of Type | |
URR, URNR andrEST Response frames W|th thelr F bit sieall be duplicated, including the |
beginning and ending flag, when FEC and TDC are selected. This provides a station with two
opportunities to receive an error-free frame. The duplicated copy shall always start at the exact
midpoint of the TDC Block.

5.3.14.3_Time-dispersive coding. TDC bit interleaving may be selected in unison with FEC.
When TDC is selected, data shall be formatted into a sequence of TDC blocks composed of
sixteen 24-bit Golay (24, 12) codewords (that is, there are 384 FEC-encoded bits per TDC
block). Each TDC block shall contain a total of 16 FEC codewords. If the last TDC block of a
message contains less than 16 FEC codewords, fill codewords shall be added to complete the
TDC block. These 24-bit fill codewords shall be created by Golay-encoding an alternating
sequence of 12-bit data words, with the first word composed of 12 ones followed by a word
composed of 12 zeros. The fill codewords shall alternate until the TDC block is filled. The TDC
block shall be structured into a 16 x 24 matrix (the Golay codewords appear as rows), as shown
in Figure 24.

{A1 through A, are the bits of the first Golay codewordys A the first bit of the second Golay‘
codeword. Each TDC block matrix shall be rotated to form a 24 x 16 matrix. The Golay
codewords now appear as columns, as shown in Figure 25. The TDC block is transmitted row
by row with the LSB (A) of the first row first. At the receiver, the TDC-encoded bit stream

shall be structured into a 24 x 16 matrix. Each received TDC block matrix shall be rotated to
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form the original 16 x 24 matrix, as shown in Figure 24. The TDC decoder at the receiver shall
perform the inverse of the TDC encoding process.

A Az Az Az
Azs Az A7 Ass
A49 A50 A71 A72
Asze1 Asze2 Aszgs Aszgs
Golay Codeword in each row
Ay A As L A
FIGURE 24._16 x 24 matrix before interleaving.
A]_ A25 A337 A361
Az A25 A338 A362
A3 A27 A339 A363
Az Ass Aszeo Aszgs

Golay Codeword in each row
A1, Ags, ... Agaz, Aset

FigureFIGURE 25. Transmitter's 24 x 16 matrix after interleaving |

5.3.15 Data scrambling. Data scrambling must be performed if the transmission medium does
not have a DC response and there is the possibility that "long"” strings of NRZ ones or zeros are
transmitted. Long is a relative term that is dependent on the data rate, the low frequency channel
cutoff frequency, and the channel signal-to-noise ratio (S/N), since at low S/N there is less
margin for DC drift.

a. __ Atthe Data Link layer, the Transmission Header selects a CCITT V.36 scranbler,
which includes a randomizer function as well as a pseudo-noise (PN) generator.
It is applied inside the FEC (that is, before FEC is applied).

e e e e e N
e
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CCITT V.36 scrambling shall not be applied outside the FEC bbiarsers at

the receiver will be extendedn addition, a CCITT V.33 scrambler, which uses|a

PN generator but not a randomizer, is specified for use at the physicalltager. |

high bit error rate environment this extension will become catastrophic. For that
reason a CCITT V.33 scrambler, which uses a PN generator but not a randomizer,
is specified for use at the Physical layer (as part of the multi-dwell protocol; see
J3.3). In both cases, there is a very small probability that the interleaving for the
Data Link layer scrambler or the fixed PN sequence for the Physical layer scram-
bler may do more harm than good. Therefore, they are individually selectable.
Both scramblers should not be used at the same tin@&CITT V.36
scrambling/descrambling is used, the contents of the adverse state detectorJ(ASD)
and the 20-state shift register shall be initialized to all ones prior to scrambling or
descrambling data link frames in each interior transmission unit.

5.3.16 _Link layer interactions. The data-link layer interacts with both the next higher and next

lower layer to pass or receive information regarding services requested or performed. Three
primitives are used to pass information for the sending and receiving of data across the upper
layer boundary.

a.

Requests for transmission of data are sent by the upper layer, using the data-link
layer (DL) unitdatarequebinitdata Requegtrimitive, with the following |
parameters:

DL-Unitdata Request |
Message 1D |

Destination(s)
Source
Topology Update 1D
Quality of Service
PrecedencéJrgent/Priority/Routine) |
~Throughput Requested (Normal/High) ‘
—Delay Requested (Normal/Low)
—Reliability Requested (Normal/High) ‘
Data/Data Length

Indications are provided to the upper layer through the DL-Unitdata Indication
and DL-Unitdata Status Indication primitives with the following parameters:

DL-Unitdata Indication

Destination(s)

Source

Topology Update ID

Data/Data Length
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DL-Status Indication
Message 1D |

Destination(s) ‘

AcknowledgmenSuccesf-ailure

Connection Status ‘
Neighbor detection

Descriptions of the above parameters follow:

(1) Message ID is an indicator established by the upper layer in the DL- |
Unitdata Request and used to associate a subseguent DL-Status Indication
acknowledgment status with that request.

B(2)The destination(s) can be 1 to 16 individuggecialor multicast (including ‘
global) addresses.

£2(3)The source address is the individual address of the outgoing link. |

(3)(4)Topology Update ID, in a DL-Unitdata Request, shall contain the most |
recent Topology Update ID sent from the upper layer. Topology Update
ID, in a DL-Unitdata Indication, shall contain the Topology Update
Identifier field from the Transmission Header.

(4)(5)Quality of Service parameters are used to determine the service provided by
the data-link layer.

(a) Precedence parameters are used by the prioritized transmission
scheme and are used to order outgoing queues. The precedence
levels available to the network will be mapped into three levels
(urgent, priority, and routine) in the data-link layer. Precedence
levels in the network layer shall be mapped as shown in Table |
XX,

(b) Precedence and the other Quality of Service parameters are used to

select a preferred data link type of procedure. The recommended
mapping shown in Table X is provided for guidance.

(6) Data/Data Length is the block of data exchanged between the data-link

layer and its upper layer user, and an indication of the data's length.

(7) Acknowledgment Success/Failure is an indicator to inform the upper layer

whether a data-link acknowledgment was received from the remote sfation
when high reliability was requested in a Unitdata Request.

(8) Connection Status is an indicator to inform the upper layer if a Type|2

connection has been established, reset or disconnected.
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(9) Neighbor detection is an indicator to inform the upper layer when a xLata—

link transmission is detected from a previously unknown station.

TABLE IX. Network layer to data link layer precedence mapping.

Network Data-Link
Precedence Precedence
Critic/ECP
Flash Override
Flash URGENT
Network Control (NETCON)
Internet Control
IMMEDIATE
PRIORITY PRIORITY
ROUTINE ROUTINE

ervice

ervice

uested.

layer
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TABLE X. Mapping intranet TOS field to data link type of service.
TOS STATION CLASS (see 5.3.3.5)
DTR Precedence A B C D
000 Urgent 1 (ACK) 1 (ACK) 1 (ACK) 1 (ACK)
(& other) Priority 1 (ACK) 2 1 (ACK) 2
Routine 1 (No ACK) 2 4 4
100 Urgent 1 (ACK) 1 (ACK) 1 (ACK) 1 (ACK)
Priority 1 (ACK) 2 1 (ACK) 2
Routine 1 (No ACK) 1 (No ACK) 1 (No ACK) 1 (No ACK)
010 Urgent 1 (ACK) 2 1 (ACK) 2
Priority 1 (ACK) 2 1 (ACK) 2
Routine 1 (No ACK) 2 4 2
001 Urgent 1 (ACK) 2 1 (ACK) 2
Priority 1 (ACK) 2 1 (ACK) 2
Routine 1 (ACK) 2 4 2
NOTE: Type 3 Immediate Retransmission is invoked for Urgent precedence messages Wwhen
DTR is 000 or 100.

5.4 Network layer. |

5.4.1. Intranet Protocol. The Intranet layer, layer 3a, has been dedicated to routing intranet
packets between a source and possibly multiple destinations within the same radio network. The
intranet layer also accommodates the exchange of topology and connectivity information.
Estelle language formal specification of the Intranet layer is available via the CNR
Implementation Working Group World Wide Web page: http://www-cnrwg.itsi.disa.mil. |

5.4.1.1 Intranet header. Figure 26 defines the Intranet header. For Intranet relaying and
message types 1, 2 and 3, the entire header shall be used. Otherwise, only the Version Number,
Message Type, Intranet Header Length and Type of Service shall beTusethtranet header
shall only be used with Ul, | and DIA PDUSs.
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LSB MSB
0 1 2 3 4 5 6 7
VERSION NUMBER MESSAGE TYPE

INTRANET HEADER LENGTH
TYPE OF SERVICE
MESSAGE IDENTIFICATION NUMBER
MAX. HOP COUNT | SPARE
ORIGINATOR ADDRESS
DESTINATION/RELAY STATUS BYTE 1
DESTINATION/RELAY ADDRESS 1
DESTINATION/RELAY STATUS BYTE 2
DESTINATION/RELAY ADDRESS 2

DESTINATION/RELAY STATUS BYTE N
DESTINATION/RELAY ADDRESS N

FigureFIGURE 26. IntranetHeadeheader. |

5.4.1.1.1. Version. Theersion-numbearersion numbeshall indicate which version of the |
intranet protocol is being used. The current value is 0.

5.4.1.1.2._Message Type. The message type is a number 0 to 15 which indicates the type of data
in the data field of the intranet layer packet. TableliXis all the valid message types. Since the
message type field in the intranet header is always present in information frames of any link

layer type, it is used to determine what type of data is borne by the information frame.
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TABLE Xl. Intranet message types.

Reserved

Intranet Acknowledgment
Topology Update

Topology Update Request

IP Packets

ARP/RARP

6to-15 Spare

6 XNP

7 MIL-STD-2045-47001 Header
8to 15 Spare

J{H|WIN|FL|O

5.4.1.1.2.1 ARP/RARP. The Address Resolution Protocol (ARP) is defined in Request Fqr
Comment (RFC) 8268. The Reverse Address Resolution Protocol (RARP) is defined in REC
903. For hardware type (ar&hrd) = 22 (CNR), the source hardware address (ar$sha) field shall
contain the data link address (range 0-127). The hardware address length (ar$hin) field shall

specify the number of octets
in the hardware address field.

5.4.1.1.2.2 XNP. XNP messages are used for CNR management. See Appendix E.

5.4.1.1.2.3 MIL-STD-2045-47001 Header. When set to 7, the Intranet message type field
specifies a direct connection from the Intranet layer to the MIL-STD-2045-47001 Applicatign
header.

5.4.1.1.3. _Intranet Header Length. The Header Length shall be the number of octets in the
intranet header only. The minimum length is 3 octets.

5.4.1.1.4. Type of Service. The Type of Service (TOS) field in the intranet header is modeled
exactlyupon the IP TOS fleld |nclud|nq the Precedence subfigldn,and-copied-from-the IP‘

5.4.1.1.5._Message Identification Number. The message identification number shall be a
number, 0-255, assigned by the originating hosts. Together with the originator address it
uniquely identifies each packet being relayed.

5.4.1.1.6._Maximum Hop Count. The maximum hop count shall be the maximum number of

times this intranet packet can be relayed on the radio net. A hop is defined as a single link
between two adjacent nodes. This number is set by the source host and is decremented each time
a device receives the intranet header. If the maximum hop count is decremented to O, the

5-75



MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

intranet packet shall not be forwarded any further, however it shall be processed locally if
applicable.

5.4.1.1.7._Destination/Relay Status Byte. The Destination/Relay Status Byte (se@&@ye |
shall provide intranet routing information for each destination and/or relay address. In addition,
this octet also selects end to end intranet acknowledgments.

LSB MSB
0 1 2 3 4 5 6 7
Distance REL | Relay Type| DES| ACK

Figure28FIGURE 27. Destination/RelastatusBytstatus byte. |

5.4.1.1.7.1._Distance. The distance subfield specifies how many hops a relay address is away
from the originator node. For final destination addresses which are not relayers, the distance
field gives the number hops from the originator node to the destination node.

5.4.1.1.7.2._REL. The REL bit when set indicates that the given node will participate in
relaying.

5.4.1.1.7.3.5/B—Fhe-S/HRelay Type The Relay Typ#éits indicate the type of relaying to be
performed. The relay types are defined in Tadleé—Xll. The value of O indicates source
directed relay defined in Appendix I.

Table XRelay Types ‘
TABLE Xll. Relay types. |
0 Source Directed Relay
1 Spare
2 Spare
3 Spare

5.4.1.1.7.4._DES. When the DES bit is set, the following address is at least one of the
destinations for the packet. The following address may also be a next hop relay for another
destination.

5.4.1.1.7.5._ACK. The ACK bit when set requests end to end intranet acknowledgments for the
associated node only. The procedure for end-to-end (ETE) intranet acknowledgment follows.

5.4.1.1.7.5.1 Receiving ETE Intranet ACK. When a node receives an Intranet Packet with the
ACK bit set, it shall return an Intranet Acknowledgment packet at the first possible opportunity.

5-76
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The Intranet Acknowledgment packet shall have the same Message Identification Number as the
received Intranet Packet. The path specified in the Intranet Acknowledgment packet shall be the
reverse path specified in the received Intranet Packet. The Intranet Acknowledgment packet
shall specify exactly one destination, namely the originator of the received Intranet Packet.

5.4.1.1.7.5.2_ETE Intranet ACK Timeout. When a node sends an intranet packet with the ACK
bit set, it shall start its ETE acknowlesigent timer. The ETE acknowledgment timer is an |
intranet parameter that defines the period within which a sending station shall expect an
acknowledgment from the destination(s). The value of the ETE acknowledgment timer shall be a
fixed factor plus a factor proportional to the number of hops required for all destinations to
receive the packet. The default value for the fixed factor shall be 20 seconds. The default value
for the proportional factor shall be twice the value of the data link layer acknowledgment timer,
multiplied by the number of hops to the furthest destination. The maximum value for the ETE
Intranet Acknowledgment Timer shall be 10 minutes (600 seconds).

5.4.1.1.7.5.3 Receiving an Intranet Acknowledgment Packet. When an Intranet
Acknowledgment Packet is received, that destination shall be removed from the list of
destinations from which an acknowledgment is required. When all destinations have
acknowledged, no further action is taken at the Intranet Layer.

5.4.1.1.7.5.4_Expiration of the ETE Intranet ACK Timer. When the ETE acknowledgment timer
expires, the sending station shall retry the transmission of the Intranet packet. The number of
retries shall be a value between 1 and 4, with a default of 2. Each retransmission may use a new
path to each unacknowledging destination. If only one path exists to a destination, that path shall
be used until either the acknowletigent is received or the maximum number of Intranet L
retransmissions is exhaustéidio acknowledgment is received after the maximum number o
Intranet retransmissions, an IL-Status-Indication would be sent to the upper layer indicatin?
acknowledgment failure.

The retransmitted packet shall have a recreated Intranet Header with the same Type of Service
field and Message Identification Number. The Intranet Header shall be recreated to specify the
new path to the destination. This recreated Intranet Header shall not specify paths to nodes that
have already acknowledged the message. This recreated Intranet Header shall not specify paths
to nodes from which an acknowledgment is not required. This recreated Intranet Header shall
include paths to all nodes from which an acknowledgment is required, but from which an
acknowledgment has not yet been received.

5.4.1.1.8._Originator Address. The originator address shall be the link layer address of the
originating node.

5.4.1.1.9._Destination/Relay Address. The intranet destination/relay address shall be the 7-bit
link layer address. It is either the destination address for an intranet packet or the relay address.
The extension bit (LSB) is available for use by relaying procedures.

5.4.1.2 Topology Update. Connectivity and topology information of the intranet is essential for
a node to initiate and/or perform intranet relay. Each node on the radio network needs to
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determine what nodes are on the network and whether they are 1 or more hops away. This
information can be partially determined passively by listeningaedai snode'straffic at layers |
3a and 2 and/or actively by exchanging topology information. The topology update data
structure, defined in Figur29:28, has been provided for nodes in the intranetwork to exchange
topology and connectivity information. Appendixd specifies the procedure for exchanging |
topology information between nodes.

LSB MSB
0‘1‘2‘3‘4‘5‘ 6‘7
Topology Update Length
Topology Update 1D
Node 1 Address
Node 1 Status Byte
Node 1 Predecessor Address
Node 2 Address
Node 2 Status Byte
Node 2 Predecessor Address

Node N Address
Node N Status Byte
Node N Predecessor Address

Figure 29FIGURE 28. Topology Updat®ata-Structurelata structure.

5.4.1.2.1._Topology Update Length. The Topology Update Length field is the length in octets of
topology update data. Topology Update Length shall not exceed the MTU minus 8 octets.

5.4.1.2.2._Topology Update ID. The Topology Update ID is a number from 0 to 255. Together
with the eriginatemdsoriginator'slink layer address, the Topology Update ID uniquely identifi¢s
each topology update generated by the originating node. This number is incremented by 1 every
time a topology update is generated. The Topology Update ID for the first topology update
generated shall be 1.

5.4.1.2.3._Node Address. The Node Address is the link layer address of node in the intranet.

5.4.1.2.4._Node Status Byte. Title Node Status Byte characterizes the link between originator
host (the host whose address appears in the originator address of the intranet headathand the
node whose address immediately follows the Node Status Byte as defined in36igare |
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LSB MSB
0 1 2 3 4 5 6 7
LINK QUALITY HOP LENGTH NR | QUIET

FIGURE 29. Node status byte.
e b D

5.4.1.2.4.1_Link Quality. The Link Quality subfield for title node provides an assessment of the
link quality between théh node predecessor and ttienode. The Link Quality is set to O if the
quality of a link is unknown. Increasing Link Quality value infers a poorer limk Quality is se
to 7 to indicate that the node is static. Static nodes have pre-assigned data link addresses, and do
not affect Intranet Topology as they enter and leave the netialple X/ XI1l lists the Link
Quality values.

TABLE XIlll. Topology LINK QUALITY values.

Link Quality |Description
0 Unknown
1 Best Link
2
3
4
5
6 Worst Link
7 Static Node

5.4.1.2.4.2._Hop Length. The Hop Length subfield defined in Tableindicates the distance in

hops from the source to the given node. Hop Length = 1 means the node can be reached directly
by the source - no relays are required. A hop length of 0 indideesurce node itself that the
source may know that node should be on the network but does not know where it is.
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- Table XIVtopology LINK QUALITY Values
0 Unknown
1 Best-Link
2
3
4
5
6
7 Worst-Link

5.4.1.2.4.3._NR. The NR bit when set to 1 indicates that the node is not participating as a relayer.

5.4.1.2.4.4._Quiet. The Quiet bit, when set, indicates the node is either in quiet mode or going

into quiet mode and cannot transmit any traffic.

= e
TABLE XIV. Hop length values.

Hops Description
0 Unknown
1 0 Relays required
2 1 relays required
3
4
5
6
7 6 or more relays required

5.4.1.2.5._Node Predecessor Address. Each node maintains intranet topefesgyrasgouting
tree rooted at itself. For thih node in thespannirgouting tree, the Node Predecessor Address is
the link layer address of the node one branch up fronttihede in thespanningoutingtree. Thg
predecessor for all nodes within 1 hop of the originator node, which is the root of the
spannirgouting tree is the originator node. The predecessor for all nodes n hops away is g node
which is n-1 hops away from the originator and that can talk directly with the node n hops away.
If the ith node has not been integrated into the source rgee’singouting tree, the Node
Predecessor Address for tile node should be set:10.

5.4.1.3 Topology Update Request Message. The Topology Update Request message, Intranet
Relay Message Type 3, consists of the Intranet Header with one originatereaodsibly
multiple destinatioraddressaddressedNo Information field is permitted. The maximum hop
count and distance field shall be setto 1. The R&léyRelay Typeand ACK bit shall be
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always zero. The DES bit shall be always 1. The destination addtéssintranet Headeshall
be the link layer addrestthenedeo which this request has been madée addressing at the
link layer may be either the broadcast address or the individual link layer addresses. |

5.4.1.4 Intranet Layer Interactions. The Intranet Layer (Layer 3A) interacts with both the next
higher layer and next lower layer to pass or receive information regarding services requested or
performed. Three primitives are used to pass information for the sending and receiving of data
across the upper layer boundary.

a. Requests for transmission of data are sent by the upper layer, using the Intranet
layer (IL) Unitdata Request primitive, with the following parameters:

it ination(s)
IL-Unitdata Request

Destination(s) |

Source

Quality of Service

Precedence

Throughput (Normal/High)

Delay (Normal/Low)

Reliability (Normal/High)

Data/Data Length |
Intranet Message Type ‘
IL-Unitdata-1D

b. Indications are provided to the upper layer when data is received through the IL-
Unitdata Indication primitive, with the following parameters:

IL-Unitdata Indication
Destination(s) |
Source
Data/Data Length

Hure
Connection-Status/failure

IL-Status Indication
Acknowledgment failure
Intranet Path Status
IL-Unitdata-1D

C. Descriptions of the above parameters follow:

1. The destination can be 1 to 16 individuabetalinidata linklayer |
multicast (including global) addresses.
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(2)2. The source address is the data link layer individual address of the outyoing

link.

(3)3. Quality-of-service parameters are used in determining the service proyided
by the Intranet layer. Quality of service parameters are identical to those at

the data link layer, described5n3-16€{3)5.3.16¢(4).

(a) Precedence shall be mapped from the TOS field (see 5.4.1.

follows:

PPP  Precedence

111 Network Control

110 Internet Control

101  CRITIC/ECP

100 Flash Override

011 Flash

010 Immediate
001  Priority
000 Routine

1.4) as

where the least significant bit is shown to the right under PPP.

(b) The other Quality of Service parameters shall be mapped from the

TOS field (see 5.4.1.1.4) as follows:

o

Normal Throughput

High Throughput

Normal Delay

Low Delay

Normal Reliability

0o |0
ROoklor

High Reliability

(c) The end-to-end intranet acknowledgment procedures descri

4)4. Data/Data Length is the block of data exchanged between the Intrane
layer and its upper layer (i.e., IP) user, and an indication of the data's

5.

6 . i it I | i ype 2
connection-has-been-established-or-disconnécted/henever a node

5.4.1.1.7.5 shall be used when R=1, and relaying is used to de

the message to any destination of the packet.

length.

bed in
iver

Acknowledgment Failure is an indicator to inform the upper layer if an|
Intranet acknowledgment was not received from the remote station when

highreliability was requested in an IL-Unitdata Request.
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becomes reachable or unreachable, an Intranet Path Status indication is
sent to the upper layer identifying the destination link address.

7. Intranet Message Type is defined in 5.4.1.1.2.

8. IL-Unitdata-ID is an indicator established by the upper layer in the IL-
Unitdata Request and used to associate a subsequent IL-Status Indication
acknowledgment status with that request.

5.4.2. Subnetwork Dependent Convergence Function (SNDCF). The International Organization
for StandaraStandardizatiomescription of the network layer defines a subnetwork dependeht
convergence layer, between the intranet and internet layers. The layer performs the necessary
functions to assure that IP expected services are provided within a particular subnetwork type.
The functions required to converge IP services within a MIL-STD-188-220 subnetwork (layers 3a
and below) services are: (1) determine the complete list of IP final destinations within the
subnetwork; (2) determine the associated subnetwork address(es) for each IP address; and (3)
determine the subnetwork type of service requirements (reliability, throughput, idetesdiate
retransmissio@nd precedence). The preceding information is contained in the IP header. |If the
IP protocol implementation does not provide the required information through an inter-layer
interaction, the SNDCF must examine the IP header fields to "learn” the destinations and type of
service. The SNDCEF is only active for an IL-Unitdata request from the IP. The convergence
functions for a MIL-STD-188-220 subnetwork using the Selective Directive Broadcast protocol
described ii=-STB-2045-14502-RFC 1770are described below. |

5.4.2.1 Determine Destination Function. The Determine Destination function obtains final
destination information from the IP header. The IP destination address field of the IP header is
examined first. If the address in that field is an individual address, broadcast address (all 1's), or
multicast address (ClassIB address the Determine Destination function is complete and it |
passes the single IP address to the Address Mapping Function. If the IP destination address is a
directed broadcast address, (all ones in the host portion of the IP address only) the network portion
of the IP address (NET ID) is compared to the local NETIf the NET ID portion of the directjd
broadcast address is not the same as the localDRThe srngle IP drrected broadcast addresg is
passed to the Address Mappiiagictio oM Iete.EJ
function. If the NET ID portion of the drrected broadcast IP address is the same as the local NET
ID, the Determine Destination function examines the IP option field for the presence of the multi-
address IP option (selective directed broadcast). If the option is present, the list of individual IP
addresses contained in the option is passed to the Address Mapping function. If the option is not
present, theingleIP directed broadcast address is passed to the Address Mapping functior]

5.4.2.2. _Address Mapping Function. The SNDCF Address Mapping function is provided one or
more addresses from the Determine Destinations function. The Address Mapping function
determines the data link address(es) associated with an IP address. The Address Mapping function
accesses an information base to determine the data link layer address associated with an IP
address. IP broadcast (all 1's) addresses and directed broadcast addresses for the local subnetwork
are mapped to the data link global address.
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5.4.2.3 _Type of Service Function. The SNDCF Type of Service function obtains the IP service

requirements from the IP Type of Service header field. The values in the field are provided to the
Intranet Layer protocol.

5.4.2.4 Intranet Send Request. After the SNDCF layer performs all of its functions, it issues an
IL-Unitdata Request that includes the list of data link addresses and the Type of Service data.
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6. NOTES |
(This section contains information of a general or explanatory nature that may be helpful, but is
not mandatory.)

6.1 Subject term (key word) listing. The follow key words and phrases apply détthis
STb.document.

Data Communications Protocol
Digital Message Transfer Device
Error Detection and Correction
Interoperability

Open Systems Interconnection
Packets

Radio

Relay

Segmentation

- Variable Message Format |

6.2 Issue of the DoD index of specifications and standards. WhewHhisTFBdocuments |
used in procurement, the applicable issue of the DoDISS must be cited in the solicitation.

6.3 Interoperability considerations. This section addresses some of the aspects that terminal
designers and systems engineessshouldconsider when applying MIL-STD-188-220 in their
communications system designs. The proper integration of MIL-STD-188-220 into the total
system design will ensure the interoperability of stations that exchange information over a data
communications link consisting of a DMTD, a transmission channel, and a DMTD or C4l
system.

6.3.1 Transmission channel. For the purpose ofMHisSTB;documentthe transmission |
channel (from the transmitter to the receiver) is considered transparent to the DMTD subsystem.
However, the transmission channel must be interoperable within itself. The transmission channel
may be secured or non-secured, using such media as line-of-sight (LOS) radio, high frequency
(HF) radio, wireline, and SATCOM.

6.3.2 Physical interface. The speciietais of the physical interface for connecting DMTDs to

the equipment that implements the transmission channel are beyond the scopeiafthis
STbdocument. The actual physical connections will depend on the interface characteristics
required by the particular transmission equipment. These unique physical interface
characteristics may be defined in the equipment specifications or in technical interface specifica-
tions. Therefore, the requirements for the electrical features (such as data, clock, and control)
and mechanical features (such as connectors, pin assignments, and cable) of the connection
between the DMTD and the associated transmission channel equipanetdft to the |
equipment designer. The data signaling format (that is, NRZ, FSK, CDP) is specified in this
MI-STDdocumeniat the standard interface, because it is an interoperability parameter. The

6-1 ‘



MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

design philosophy is that what appears at the input end of the transmission ehassieduld

be the same at the output eRekquirements for effecting a working interface to specific radios

are provided in the following subparagraphs.

6.3.2.1 SINCGARSSIP R/T interface.

6321 1CSMAnetaceesSINCGARSsystem improvement program (SIP)

receiver/transmitter (R/T) interfacéhe DTE (DMTD or C4l system) interacts with the DCE Jia

an X.21 data interface and an External Control Interface. When the precedence level of th
transmission changes, the DEEalwill set the precedence leséfor the new transmission via |
the External Control interface. This precedence level will correspond to the frame with the
highest precedence value within the series of concatenated frames.

6.3.2.1.1 Carrier sense multiple access (CSMA) network access. Although all SINCGARS
R/Ts in a given network are not required to use the same CSMA slot offsets and limits for

e

SIP
oice

and/or precedence levels, it is highly recommended that the same slot settings be used within a

network. All SINCGARS SIP R/Ts in a network must be using the same slot width (18ms
54ms - SC) and the same mode of operation (plain text or cypher text).

6.3.2.1.2_Netork busy sensing and receive status. The presence of multiple stations on a
random access communicationswietk requires voice/data Nebrk Busy Sensing and the use

FH:

single

of network access control to reduce the possibility of data collisions on the net. The combiped

Data and Voice Netorks require cooperation between the DTE (DMTD or C4l system) and
DCE.

the

The DCE indicates the presence of receive data and voice via the X.21 Indication line "I" signal.

A precise determination of the meirk status is obtained via the X.21 DTE Receive line "R" |
signal in combination with the "I" signal:

| =ONand R=Flags->  Data being received ‘

] R |

- |
|=OFFand R=1's -> Idle/Transmission Completed

| = OFF and R = Flags -> Data being transmitted

| =ON and R = Flags -> Data being received

I=ONandR=1's -> Voice operation if this condition persists for more tha
mSec. From 0 to 250 milliseconds the radio is busy, buf
voice or data reception can't be determined until either t
presence of flags on the R-line for data or the expiration
250 milliseconds when voice reception is assumed.

n 250

of
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The transmission of data takes effect by driving the X.21 Control line "C" (push-to-talk) and
DTE Transmit line "T", as follows:

Verify | = OFF and R = 1's, then assert C = ON and send flags T = Flags

Verify | = OFF and R = Flags, then transmit data T = Data
Upon transmit completion, assert C = OFF andsend T = 1's

The time between the SINCGARS SIP R/T detection of network busy and the determinatign of
network busy with voice is added to any suspended timers. The timers are suspended in the INC
only after network busy with voice is indicated. Therefore, adding the time period in which|the
radio detects network busy with "something" until network busy with voice is determined
accounts for the period of time voice was actually present.

6.3.2.1.3 Network timing model parameters. The Network Timing Model is described in
Appendix C. Parameter values specific to the SINCGARS SIP radio are provided in Table| XV.

TABLE XV. SINCGARS SIP - Packet Mode: 16 kbps digital (milliseconds).

EPRE* PHASING ELAG* TURN

Frequency Hopping 21
Cipher Text

(e
(o2}
o
w
o

Frequency Hopping 21 0 600 30
Plain Text

Single Channel 57
Cipher Text

(@)
H
N
w
w
o

Single Channel 57
Plain Text

(@)
H
N
w
w
o

* Note: EPRE & ELAG assume RENAD & Coupled Acknowledgment (offset=0, Limit=0)

6.3.2.1.4 Other SINCGARS SIP implementation details.

a. The RE-NAD slot assignment for Type 3 PDUs is offset=0, limit=0. The "offset"
is the number of the first slot while the "limit" is the number of slots associated
with the particular parameter (e.q., a precedence level). Offset=0, limit=0 means
there is no randomized delay associated with the Type 3 PDUs or the return¢d
Type 3 acknowledgments in the SIP R/T due to the RE-NAD process. The (
second Immediate Mode scheduler is used with these PDUs and returned
acknowledgments so that no additional randomized delay is incurred from th
INC (where the scheduler is implemented).

W




MIL-STD-188-220B: 20 January 1998
(Showing Redline Changes from MIL-STD-188-220A, 27 July 1995)

b. The SINCGARS SIP R/T does not manipulate any trailing flags included in
data stream presented to it. These flags are transmitted over the air.

C. From the SINCGARS SIP R/T perspective, any trailing flags are part of the
stream and should be calculated into DATA.

d. The DTE (e.d., INC) must achieve synchronization with the SINCGARS SIH

within four flag sequences. Data may be sent upon detection of a valid flag
sequence.

6.3.2.2 SINCGARS ICOM R/T interface.

6.3.2.2.1. NRZ Physical Interface Between DTE and R/T. The SINCGARS ICOM digital d

interface to a DTE is a synchronous, unbalanced, half-duplex serial interface.

a.

The signaling format is non-return-to-zero (NRZ), at voltage levels compati

with those specified in MIL-STD-188-114A for a single receiver load
termination.

Digital data rates of 600, 1200, 2400, 4800 and 16000 bps are supported b

C.

ICOM R/T. When a data rate below 16000 bps is selected at a transmitter, g
Rate Adapter (DRA) internal to the ICOM upconverts the data to 16000 bps,
using majority logic forward error correction technigues.

The ICOM R/T also provides a receive squelch indication to the DTE when

channel activity is sensed.

6.3.2.2.2. Network Busy Sensing and Receive Status. Network Busy Sensing provides a

mechanism to manage channel access among members of a common network. Without 1

channel access, multiple stations attempting simultaneous transmissions will collide, degrg

network performance. Managing channel access also minimizes the network performance

due to mixing both voice and data in a common net.

a.

For both voice and digital data receptions, the DCE provides a receive squg

indication via the Analog Data Mode Control_Not (ADMC N) line. This
ADMC N squelch indication is a composite signal from several internal sour
Using this signal, the worst case network busy detect times are 350 millisecq
for frequency hopping and 100 milliseconds for single channel.

For digital data receptions, the DCE presents a synchronous clock on the [

Data Clock Out (DDCOQ) line. ADMC N will typically precede DDCO for all
digital data receptions. The exception is for PT 16000 bps data, when both
ADMC N and DDCO will be coincident.

For voice receptions, the DCE will provide a receive squelch indication via

ADMC N, but will not present DDCO.

the

data
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d. If both ADMC N and DDCOQO are considered as binary signals, there are fol
possible indications which a DTE can use to infer network status. Table XVI
summarizes the four possible receive states and their interpretation.

=

TABLE XVI. SINCGARS ICOM receive states.

ADMC N Active ADMC N Inactive
DDCO Active Digital data reception Not Applicable
DDCO Inactive Voice reception R/T idle

6.3.2.2.3 Network timing model parameters. The Network Timing Model is described in
Appendix C. Parameter values specific to the SINCGARS ICOM radio are provided in Tables
XVII through XX.

TABLE XVII. SINCGARS ICOM: 16 kbps digital (milliseconds).

EPRE PHASING ELAG TURN
Frequency Hopping 340 0 154.42 90.58
Secure
Frequency Hopping 200 0 153.42 36.58
Unsecure
Single Channel 370 0 1.338 14.102
Secure
Single Channel 300 0 0.42 155.958
Unsecure
TABLE XVIII. SINCGARS ICOM: 4800 bps digital (milliseconds).

EPRE PHASING ELAG TURN
Frequency Hopping 370 0 156.96 88.04
Secure
Frequency Hopping 230 0 155.986 34.014
Unsecure
Single Channel 400 0 3.88 221.52
Secure
Single Channel 329 0 2.96 160.84
Unsecure
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TABLE XIX. SINCGARS ICOM: 2400 bps digital (milliseconds).
EPRE PHASING ELAG TURN

Frequency Hopping 370 0 157.52 87.48
Secure
Frequency Hopping 230 0 156.58 33.42
unsecure
Single Channel 400 0 4.44 200.96
Secure
Single Channel 329 0 3.51 161.49
unsecure

TABLE XX. SINCGARS ICOM: 1200 bps digital (milliseconds).

EPRE PHASING ELAG TURN

Frequency Hopping 370 0 158.8 86.2
Secure
Frequency Hopping 230 0 157.8 32.2
unsecure
Single Channel 400 0 5.69 207.51
Secure
Single Channel 329 0 4.75 171.85
unsecure
6.3.2.3 HAVEQUICK Il R/T interface.
6.3.2.3.1 Network timing model parameters. The Network Timing Model is described in
Appendix C. Parameter values specific to the HAVEQUICK Il radio are provided in Tableg XXI
and XXII.
6-3-36.3.2.4 COMSEC interoperability The COMSEC function provides a link encryption

capability. In the traditional COMSEC mode of operation, the COMSEC function (normally
implemented in ancillary equipment) is considered part of the transmission channel. In the
embedded COMSEC mode, the COMSEC function is an integral part of the DMTD subsystem.
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EPRE PHASING ELAG TURN
Frequency Hopping 851 10+ 7.2/hr 0 930
Convolutional (1/3) plus COMSEQ
Secure
Frequency Hopping 851 10+ 7.2/hr 0| 930+ 7.2/hn
No Convolutional plus COMSEQ
Secure
Frequency Hopping 851 105 0| 930+ 7.2/hn
No Convolutional
Unsecure
Single Channel 174 0 0 176
Secure plus COMSEQ
Single Channel 174 105 0 176
Unsecure

TABLE XXII. HAVEQUICK lI: analog (milliseconds).

EPRE PHASING ELAG TURN
Frequency Hopping 851 0 0 930
Secure plus COMSEQ
Frequency Hopping 150 105 0 97
Unsecure
Single Channel 174 0 0 176
Secure plus COMSEQ
Single Channel 150 105 0 97
Unsecure

6.3.3 Data link layer. The following implementation details should be considered when

implementing the data link layer of MIL-STD-188-220:

a. Figure 9 (5.3.1, Transmission Header) should be interpreted with the LSB aon the

left as in Figure 14. Therefore, the first bit of the Transmission Header that i$

transmitted (after the flag) will be the FEC selection bit and the last bit

transmitted will be bit 9 of Figqure 10.

b. The last 2 sentences of 5.3.1 says that the TDC block for the 12-bit TWC a

nd 64-

bit TH contains seven 24-bit codewords, encoded as a 168-bit TDC block.

5.3.14.2 says that if the (124+64=76, plus a few inserted zeros) data bits do npt

divide into an integral number of 12-bit segments, fill bits of zeros are added|to
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the end. Note that this does NOT require the physical layer to parse the TH
since the length of the TH is fixed at 64 bits (see Figure 9).

Reliable broadcast involves the need for stations to return an acknowledgni

the originator of messages that are received with only the global data link ad
(see 5.3.4.2.2.2.6) -- the broadcast address is used at higher protocol layers
the receiving station is not individually addressed in the message. There is 1
requirement for reliable broadcast at the Intranet or Data Link layer.

Type 4 acknowledgments (DRR and DRNR are discussed in 5.3.7.3.5.3.1.1

5.3.7.3.5.2.3, respectively) may be transmitted twice. The second transmiss
the DRR/DRNR should be concatenated with other data link frame transmisq
The DTE should not access the network merely to transmit the second
DRR/DRNR.

When a station receives an out-of-sequence | frame (see 5.3.7.2.5.4) it ma

either an REJ or SREJ, depending upon whether the station can perform
resequencing. A station should send SREJ when it can resequence receive(
frames and should send REJ otherwise.

N2 (see 5.3.8.1.1d) is the number of permitted re-transmissions. The numk

times that a message may be transmitted is N2+1.

The following definition of Quiet Mode (see 5.3.11.2) will be used: When a

6.3.4 Intranet layer. The following implementation details should be considered when

station can not determine whether another station is in Quiet Mode, it should
assume that the station is not in Quiet Mode. The fact that a station has entd
Quiet Mode will be known globally over the internet. While there is a possibi
that some stations will not get the information, or will ignore the information; {
protocol will not try to fix the problem. Specifically, there is no requirement fo
the last relayer to issue a proxy acknowledgment for stations that are operati

Quiet Mode.

implementing the data link layer of MIL-STD-188-220:

a.

Relayers optionally may collapse the Intranet Header to remove addresses

not on the path to or from the relaying node (see 5.4.1.1.7.5.1). The destinat
node would still have sufficient information to return an acknowledgment.
Interoperability is not affected because the complete path between originatof
destination is not corrupted. Collapsing the Intranet Header would minimize
bandwidth utilization but would probably increase processing time at each re
and could destroy information that might be useful to network management
functions.

The source node will be included as the first entry in every Topology Updat

5.4.1.2) sent by the INC. The Node Address and Node Predecessor will be 3

ent to
dress
-- and
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the station ID (link address) of the source node. The Quiet and Non-relay Status

bits will be set to that station's current status. The hop length field will be set

to 0.

The remaining entries in the Topology Update have no implied ordering. A node

aware only of itself will generate an initial update containing just its own entry.

Topology Update messages (see 5.4.1.2) are broadcast unreliably

In the Topology Update Data Structure (Figure 28), the "node address" and

predecessor address” (see 5.4.1.2.3 and 5.4.1.2.5, respectively) have been
implemented in the INC and the IDM in the following manner:

Both of these addresses are "the link address of the node in the Intrar
The link address is seven bits long (see 5.3.4.2.2.1). The C/R bit

associated with this link address is not required by the Intranet Layer.
such, bits 0 through 6 contain the "link address" used in the node ada
and node predecessor address. Bit 7 must be zero.

"node

et”.

As
ress

Topology Update (see 5.4.1.2) and Topology Update Request messages ($ee

5.4.1.3) use Data Link Type 1, unacknowledged, procedures.

The precedence of Topology Update (see 5.4.1.2) and Topology Update Request

messages (see 5.4.1.3) is user defined

Receiving a Topology Update Reqguest (see 5.4.1.3) indicates an operationgl two-

way (bi-directional) link.

It is possible for the Min Update Per parameter (see H4.4.3) to take different

values on a node-by-node basis within a net. There is essentially no probleni

unless one of the nodes takes the value 0. Assume node A has this value set to O.

Node A is not permitted to respond to topology requests. Nodes without traff

c

for this node issue topology update requests to try to set up links. Node A dges

not respond. Once a node (e.g., B) sets up a valid link with a link layer
acknowledgment, a topology update listing this connection is advertised. All

other nodes without a link will switch to a 2-hop path using node B as a relayer to

node A. Therefore, it is logical that the Min_Update Per value should be set
network-wide basis. An alternative solution is available: The non-participant

ona
can

announce this fact in a Topology Update message that identifies itself in the Node

1 Address field and the Node 1 Predecessor Address field and by setting the
bit in the Node 1 Destination/Status Byte.

15.3 presents the solution to Source Directed Relay Example 3 as C-E-F-GH

An equally valid solution is D-C-E-F-G-H.

NR

H-D.
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6.3.5 CNR Management Process.

a. The CNR Management process is recommended to reduce operator burden by

providing automated support for the management function.

b. There is no requirement to respond to an XNP Join Reguest message (se€

If operational conditions permit, an interval timer may be used to schedule the

retransmission of an XNP Join Request message (see E6.2).

6.3.6 Interoperation with Internet protocols.

a. The Technical Architecture requires the IP protocol. Systems implementing
Intranet message type 7 (MIL-STD-2045-47001 Header) must also implement

Intranet message type 4 (IP Packet).

b. Figure 4 of RFC 791 (Internet Protocol) is interpreted as having the LSB on
RIGHT. This means that the IHL field will be transmitted before the Version
Number by the MIL-STD-188-220 lower layers.

C. Message exchanges using MIL-STD-188-220B over CNR should be
accomplished using UDP. TCP should be reserved for upper layer services
require Transport Layer reliability.

d. The Internet Address Numbering Authority has assigned OSPE2 ifType Va
for CNR.

E4.2.1).

the

that

ue 85




